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1& A Features

The recent updates have streamlined access when it comes to managing your information in NPPES, PECQOS,
PEPPER, and CBR. If you accessed any of these systems prior to October 7t" 2013, your existing account will still
work just as it did previously and has been updated to take advantage of the new features.

Create an Account

Depending on the type of user you are, and how you have set up your account, I&A will allow you to access
various CMS computer systems such as NPPES, PECOS, PEPPER, and CBR and perform actions such as creating an
NPI or updating Medicare Enrollment information.

Retrieve and Reset Forgotten Usernames and Passwords

All Users will have the ability to retrieve forgotten user IDs and reset forgotten passwords through the online
tools, rather than contacting CMS External Users Services (EUS).

Unlock an Account

Users who lock their account by incorrectly entering the User ID and/or Password will have the opportunity to
unlock their account through the online tools, rather than contacting CMS External User Services (EUS).

Register to access CMS Systems on behalf of your Organization

Authorized Officials and Access Managers will be able to add their Organization as an employer in I&A, in order
to access PECOS, PEPPER, and CBR on behalf of their Organization, or so their 3™ Party Organization can work on
behalf of Providers.

Add and Manage Staff within your Organization

I&A allows Authorized Officials and Access Managers to add and remove Staff from their Organization and
control the functions accessible to those staff.

Work in CMS Systems on behalf of Individual or Organizational Providers

I&A allows its users to quickly and securely manage connections between Individual Providers or Organizational
Providers, and their relationships with Surrogates who work on their behalf.

IMPORTANT NOTE:
Registering/Updating Information in the Identity & Access Management (I&A) System

Registering or updating information in the I&A system does not automatically enroll you in Medicare, register
you for an NPI, or perform any other actions or updates in the PECOS, PEPPER, CBR, or NPPES systems.

If you created your account prior to October 7" 2013, and the information shown under your profile information,
employers, or connections is not accurate please see the Frequently Asked Questions (FAQ) for more information
on how to update your information.
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Connections in the Identity & Access Management (I&A) System

Group Practices or any other Organization who act on behalf of Providers as Surrogates, and have 1,000 or more
Connections to Individual Providers (IPs) in the Identity & Access Management (I&A) system may experience an
issue when attempting to access records for these providers in NPPES, PECOS, PEPPER, or CBR. Until a fix can be
implemented you can avoid any issues by reducing the number of IPs that any one Staff End User within your
Organization has connections to within I&A. If a user acts on behalf of 1,000 or less IPs they should not have any
issues accessing records within NPPES, PECOS, PEPPER, or CBR.

What Type of User are You?

Review the terms. Which term best defines you and your organization? Depending on your situation it may
change.

Individual Provider/Supplier

e Anindividual that provides services to Medicare beneficiaries and submits claims to Medicare and/or
reassigns benefits to an Organizational Provider (such as a group practice or hospital) that submits
claims to Medicare on their behalf (e.g., Provider working for a Group Practice, or Solo Provider).

e Must have or be eligible for a Type 1 NPl in NPPES.

Organizational Provider

e An Organization that provides medical items and/or services to Medicare beneficiaries (e.g., DMEPOS
Supplier, Physician Group Practice, Hospital, etc.) that submits claims to the Medicare Part A and/or Part
B programs

e Must have or be eligible for a Type 2 NPl in NPPES.

3" Party Organization

e Athird-party organization (e.g., billing agency, credentialing consultant, or other staffing company)
that has business relationships with Individual Providers or Organizational Providers to work on their
behalf.

Authorized Official (AO)

e An appointed official of an Organizational Provider or 3™ Party Organization with the authority to
legally bind that organization and conduct business on behalf of the organization. If an Organizational
Provider, also ensure the organization’s compliance with Medicare statutes, regulations and
instructions.

e Able to initiate or accept surrogacy connections, and manage staff on behalf of his or her
organization.

Access Manager (AM)

e Anindividual, delegated by the Authorized Official of an Organizational Provider or 3" Party
Organization, with the authority to legally bind the organization and conduct business on behalf of the
organization. If an Organizational Provider, also ensure the organization’s compliance with Medicare
statutes, regulations and instructions.

e Able to initiate or accept surrogacy connections, and manage staff on behalf of his or her
organization.

01/20/2026 4
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Staff End User (SEU)

e Anindividual (e.g., Credentialing Specialist, Office Manager, etc.) who has been approved by an
Authorized Official or an Access Manager of an Organizational Provider or 3™ Party Organization, or
who has been approved by an Individual Provider, as an employee of that Organization, or is
employed by that Provider.

e An employee of an Individual Provider or Organizational Provider that is authorized to access, view,
and modify information within a CMS computer systems on behalf of their employer

Surrogate

e An Organizational Provider that has a business relationship with an Individual Provider to access,
view, and modify information within CMS computer systems on their behalf;

OR

e A Third-Party Organization that has a business relationship with an Individual Provider or
Organizational Provider to access, view, and modify information within CMS computer systems on
their behalf.

What You Can Do?

Act on behalf of a
Provider in CMS
systems

Represent an Manage Approve/Manage
Organization Staff Connections

Role

Individual Provider

Authorized Official

Access Manager

Staff End User

Surrogate
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Examples - Setting Up Your Account and Gaining Provider Access

Create Your Account

If you have received an Invitation E-mail containing a PIN and you don’t yet have an I&A account, follow the
instructions in section How New I&A Users Register from a Staff End Users (SEU) or Access Manager (AM)
Invitation.

If you have received an Invitation E-mail containing a PIN and you already have an I&A account, follow the
instructions in section How an Existing I&A User Responds to a Staff End Users (SEU) or Access Manager (AM)
Invitation Access Manager (AM).

page
Y8 Create Account Now ’ button or select the register link on the I1&A login

and you will be navigated to the User Registration page.
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Identity & Access System Quick Reference Guide

f'_'EME Cerders for Medicans & Medicaid Servioes

Idenbiy & Accers Mpnsgames Jystem T

Mo Sl | ¥ ax B b mliermdin oflome: JHFET s g eme s hmged] Vo B8 o sl ol e b & e [ RS gl gt oy = i
R G R SRR TS M S F e e many s b=
aarn e g a e A" iy ARy § 03 L R y ey i S ]

TR LT - A, A T —— Ve - P s < L =
i flim Do ms e rmrmll B g core . gl | gk wpn Fom
i i Tily -
By W e e wak o e b aarn B e
¥ delic e rorian el Beillin = ey vm R B o v g o]
. . n ot a T
e E LN P T
¥ Mt U S . R P
o, 1
5 o ik fa 2 B -

e
i DV
P

&ecos

e B n | il

e —

B b e Biid s i o e b ﬂ e e L L L TS P

T el SahiE R T PR AR T | L

01/20/2026



Identity & Access System Quick Reference Guide

1. Enter your email address and the text seen in the image on the User Registration page. If you have
trouble seeing the image you can either select the Listen to Audio link or select the

f ,; icon to have the image refreshed.

Identity & Access Management System [F] Help |

User Registration
¥ indicates requinsd feld(s)

i Wote: The a-musl sddress providsd must be 3
unique e-mail address for wou, and will b the
#-mail addross usod [0 Ccontact wou regarding
ST LT BRI

o Quick < Frequanthy
J Wi P Pt Aok
¥ E-mall Address: o by Gauita Questiong
CFetrwliow of Meatures Afhveiud % DD LD iTd
& Comflrm E-masll Address: arl Taals 1o FrdTisip juierhl PO s afndal

yimiir e reiinl risglatration, wha slsould
recyisl e, dnal haowr (o

ITRBREgE POUr acoou

* Enbar the text frons th Bnage abeve:
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2. Enter the required data on the User Security page and select the Continue button.
Security Questions and Answers cannot be duplicated. You must select 5 different questions, each

having a unique answer (different from the other 4 answers).

{E:MS Centers for Medicare & Medicaid Services

Identity & Access Management Systam (2] el

Liser Registration - Uiser Security

| saepe [ i i
L] Uiar Sefurily

® wxhiabes requires] heid| 5]

User 1 Compliance;
" Utear 1Lk = Myst be 612 alphenumenc characters ard unique within the: Tdertity &
Grcpss Marpgement Sysism and NFFES
* Muyst not contaen maore Ehan Pour nuemenc characters, ANy SPoUes. OF My
ipacial chalsTTéfa
o P |- = Hodl fSt donliksh fardidlly daniPais sl G abss Sudh 48 SUN G MNP

Passweord Compliamnce:
M Must ba &-12 alphanuamanc charaohers
£ least one belier

WAt 38 lEash ol flmber
MUt Coniain af laast ond valid Spacial charaie
MUl e OO 3 el S0a0a] ChiafeiTdiE.
MiuSl Mo AT wmrlh
Musl i
Mufl
Password must match Con

¥ Condinm Password:

EEEXKEEKXE

im Fasswiord

Please seloct e different sscurily guestions and enler thelr answers bolows

! uiestion 1; " Answeer 1
Saleci t
& (pusrsiion F: 5 Answer B
L b '
| Juesibon 3: 5 oAmswner 3
Salact L
* Juestion 4: = Amsver 4:
Salect L
® [igrRliom 5: = Anseear 5
Salact L]
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3. Enter the required data on the User Information page and select the Continue button.

CCMS Centers for Medicare & Medicaid Services ~ 1o99ed in s Samemot  sign o

Identity & Access Management System [T metp
User Registration - Lser Information
Sten 1% I step 2

Lisar Secunity J g Irndo

Fleass provels 1he debeds belowy, Thay will be ipped o verdy your iferdiby Hark i Pr Fags
® ircheaxtes requined feldis
5 Firsl Wadme: 5 Pereons Pleome Wumvilser:
|G R T T & Hosns Address Linas 1:
= Last Mame: Moaren Address Line 3:
Sl " Ly
b
= Husiruess Phons Mumbeie: " Counlry:
United States |
Fax Humbser: " State) Prowince) Territory:
SE . Salect D W
* Dake of Birth; ATONY T * Postal S FIP Code:
" SSM:

rrinsary E-mall Addrass:

S T e D DGR T Padet, T
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4. The system will attempt to standardize your address to meet USPS standards. If the standardized
address is different from what you entered. The system will alert you. We encourage you to use the
standardized address unless it is incorrect.

| Select your address x)

/1 Important Note: Your address has been standardized.
Your address has been standardized to USPS standards to your ensure contact
information is accurate. Both the address you entered and your standardized
address are displayed below, If the standardized address Is incormmect, you may
choose to use the address you entered by selecting it below, If you wish to modify
the address, select Cancel to return to the address entry page.

= Use Standardized Address:

719 W Holly Ave
Sterling, VA 20164-4621
| United States

Use The Address 1 Entered:

{ 719 W Holly Ave

Sterding, VA 20164
United States

01/20/2026 1"
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5. You will be required to set up at least one Multi-Factor Authentication (MFA) method. And will be
given the option to set up a second (alternative) method. Select your Primary Authentication Method
from the dropdown list and select Continue.

(‘EMS Centers for Medicare & Medicaid Services o

| Identity & Access Management System [T Haelp
User Reqgistration - Multi-Factar Authentication (MFAY Setup
Sron 1 W Sep 2 w Step ¥ i
snr SeCUny Usar Info MFA Setup

* indicaten reguined fald( s}

Wha nead & way bo deliver & Temporary code to yoal to verily your ideatity, We can da this via a plane
mupmber {(either by volos or Taxt/SME) or you can chooss Bo have iE seni bo pow i an e-mall, Yoo must
enfer this code on the nexi pesge.,

You mmust identily at least ons method for receiving your verificalion code; hawever, pou may provids
ap b two different msthads,

Plesse note tha following Test/SMS and Vowe Call Details:
= Irfernabsnll phons aumSsSsca ane nel supporiss
# Standand message and data charges may b applssd by your Carmes

& By @ntandy) @ Mobie Phoss NumBsr, you ane camifying that yod ane thi acooent heldes o have this helder's
PR DO usE (e phone rumBsT 10 recking @ TaxT/GME meisege

Pleasne salect a Multi-Factor Authentication Method:

= Acithanlicalbon Mathod:

Saplect Pomary Ayfhric alon Method |

Cararml
] Sl

¥ Authentication Method:

Phone Number Text/SMS E_.
E-mail Address
Phone Mumber Voice Call
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6. If you select E-mail Address, the e-mail address will be pre-populated with your primary e-mail
address you entered when you started registration, however you may change it.

Logged in as SamElliol  Shgn Oul

Identity & Access Management System () Help
User Reqistration - Mubti-Factor Authentication (MFA] Setup
Srep 1 v gtap 3 v Step 3
user Securdy o [ Usar Infa MF Satup
= Back to Pravious Pags

* indicates neguined feld{s)

W nnd & way bo deliver & temporary code bo you o verify your ldentity. We can do this via a phone
number (either by voloe or Text/SMS) or you can choose to hawe it sent to you in an e-mail. Tou must
enber Ehis code on the nexd page.

wour st Mentiby af least one method for receiving your serification code; owsower, you may provide
ap bo two different methods.

Plaasae ot tha fofiowing Text/'SMS and Voo Call Dotails:
= Intamatcnal hong Mambers e Dot ELDDoted.
« Standand message and gata changes may b apphed by your carmior,

= By antennd 3 Mobds Phona Munber, yoau are cartfyng thal you &8 [he Booount holder of Nave Tha olders
BEFTFEREICR 10 ASe [ ONONG PuFmBar o relsid 3 Teal/SMS mesiags.

Flease seledt a Multi-Factor Autheniation Method:

* Authenticalion Method:
E-ma Ancress W

¥oai Can dise the E-mall Addeess sacsociatod with your 1RA soooinl OF aaler o new ons,

® F-mall Addeess where you will recehne your veriflcation cisde

sum.eliotemail com

Solect the Send E-meall bution bo verify that B works.

el | i (N | cance
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If you select Phone Number Text/SMS, you must enter your 10 digit phone number.
Please selact a Multi-Factor Authentication Method:

* Authentication Method:

|

* Phone Numbser:
Entar your 10 digit phona narmbsar the wanr you normally dial i,

roy) 8551212

Send TrdfSMS (N | cance

If you select Phone Number Voice Call, you must enter your 10 digit phone number, and have the ability
to enter an extension.

Please select a Multi-Factor Authentication Method:

® Authentication Method:
Phane Number Voxe b
* Phone Number:

Enter your 10 digit phone number the way you normally dial it
[T03) 555-1212

Extension:
Enter your phone number extension if applicable.

(12345

cal ) e

01/20/2026 14
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7. Enter the code you receive and select Verify Code.
If for some reason you do not receive a code, select the link (Resend E-mail, Resend Text/SMS or Call

Again) to have a new code sent to you. If you need to change your method or update your e-mail
address (Phone Number, if you selected Text/SMS or Voice Call) select the Back to Setup Page link to

start the set up again.

MS Certers for Medicare & Medicaid Services 199 inas mehdiny signs

ldentiny B Access Managemenl Sysiem (7] wenllp
Wt HefpisLralos
H!-‘:uu 1w H Siip 3 W r teg
Liner Sascrity Liwar 1nfg LI HEA naiug

Ao -l vk et b b8 gmail. com

oot | )

If you selected Phone Number Text/SMS, you will see the following on the verification page
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If you selected Phone Number Voice Call, you will see the following on the verification page

¥ indicafies required flelds

ik 1
& call wak mnade bo [518) $BE-0758

" Enter Codda:

iR T Tididved & call yat?

Feed to rmake changes wiheng You Mo your oode? E

Eheck § Sotyp P
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8. Your Primary MFA Method was successfully set up. You may now choose to either set up an
alternative (second) method, or Complete your registration.

(EMS Centers for Medicare & Medicaid Services EESISEN e Sy

Sign Dhat

Identity & Access Management System

(F] Hislp
LRET LN, HE‘!!]ih'lF..ﬂil:IFl MUSTI-FECTON AURMENERCAN [ MFA ] SETUR - Frmanry Mea Sefup Lomplare
Ghen 1 W Etep 3 W Step 3

UseEr Sacunity Usar infa ML, Setun

(1) Comgratulations, woor Phone Number {703) 6551212 X 1734% was sucoesufully werified! Thic will be used 1o
verily your Mentity wpon logaing in

IF woas wash o Set up a0 Alternabes MEA method, phesses select Begin Alernatres Setup

9. Your registration is complete, select the Continue to Home page button to be navigated to your I&A
Home page.

[FTT EESE TN P
s § B W R T
[Tty —— e Jarh WA b o || Dol

L i maagrard v Faa JoORA bas beBn sanTaaiiuiy credi el
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10. You have successfully created your I&A account.

[Fe— [y -

o

Wk mrer in Dee Dideesidy aral o e Haogeesresd yysie e
- : -
- as

ﬁ] e ]
E] Iragey, Aomas gEaarioa
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(EM S Centers for Medicare & Medicaid Services RERRE T PS8, Sigm Out

Identity & Access Management System

7] Halp

Home My Profile My Connections

My Profile

My Information
Mame: Jessie One-fourteen Contact Address: 12500 Union Church Rd

Sumerduck WA 22742-1942

Date of Birth: 41,/14/1000 United Statas
SN J0O-K- 1426
Business Phone Mumbar; 3724-324-3434 Contact Phone Mumber; 232-137-1323

Primary E-mail Address: [hlil4fitest.com

Secondary E-mail Address:

Madify My Informatian

Password Multi-Factor Authentication {MFA)
vour Password will explre in 60 day(s). Satup/Changs your MFA Methods
Change Fassword MFA Satup »

Securiby

Change Sscurity Questions & Answers =

Employer Lnfarmation

The Emplayer Information table displays your role and status with the employers you are associated with. F you are an
Individual provider, your NP1 will e listed below ag an employer with a role of Authcerized OMcial.

Show:
W all Employers
| Omby Approved Employars
! Only Approved and Pending Employers
L) Only Cancelled, Disassocialed, and Rejectsd Employers

Search By: *Employer Hame Search Clear

Mo Employars Exist.

My Role wilth thiz My Slalus with

Cmployer = this Cmployer = PECOS NPPES PEPPER CEBR

Employer =

If you wish Lo add an employer, cick "Add an Employes™. | Add in Employsi

If you are requeasting to ba an Authorized Offfcial or Access Manager for an employer and you are an approved
Aunthorired Official or Delegated Official in PECOS for that employer, your request may be automatically spproved
within 24 hours.

01/20/2026
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Forgotten Password or Account Locked due to Invalid Password Attempts

Your account will be locked if you incorrectly entered your User ID and/or Password three times. When this
happens you will receive the following error message and will have the opportunity to unlock your account
online by resetting your Password.

1 Abtenbon: Thes user account & Dcked. Mease selact Forgot Pasgwoid bo wnlock yoow accounk

1. Select the Forgot Password hyperlink within the error message or below the Sign In button on the 1&A
Sign In page.

2. Onthe Reset Forgotten Password — User ID page, enter the User ID associated with locked account and
select the Continue button.

CCMS Centers for Medicare & Medicaid Services

Identity & Access Management System Tl BeElp

R Foo B

® Indicates raguinsd fld| &

¥ U 0k
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3. Onthe Reset Forgotten Password — Challenge Information page, you have the choice of either entering
the User Information associated with your locked account or answering three of your Security Questions.
Enter the data and select the appropriate Continue button.

.MS Centers for Medicare & Medicaid Services

Identity & Access Managameant System 7] nnulp

Reset Forgolten Password - Challendge Tl armatkn

e
i, Moke: To resef your passwond yo wad o saccessfully complete one of e following beo cofions
1. Cofreciiy anawesr [Free Sty Do g gaaooadted with y QT A0Cn
2. Eniss TFss 1lns ] afion aesciasimn §a oot
ynawer thies of the Securily Qumat ] wbedd wilh your SScount
¥ ik 1 Jidr A ormitnn Sadoitel wilh youl Bcfounl balocs
_ L DR g i ]
Security Questions OO Is=er Tosformealtian
*apcierity Quesstion 1: ® moclal Secwrlty Bumber (Ender Lazk 4
WFas wipe shoe da you wear? Diglts}:
g .
.'ﬂ.: |..|I'I'|' ﬂlﬂ-hlllnﬂ .'||I. s 5 Dake ol Rt
P LTRY avarite feod Foie TR Y
Pepciarity Griseeiicn 32
WP 8 O D gage leraiar] & Firet Maivie!

* Perzondd Phone Nansber:

" gome FIPJ Postal Coda:
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4. On the Reset Password page, enter your new password and select the Reset button.
The Password Compliance section of the Reset Password page will aid you in creating your new password.
When the compliance is met, you will see a green checkmark next to the compliance. When compliance is
not met, you will see a red X.

&MS Centers for Medicare & Medicaid Services

Identity & Access Management System (7} g

¥ rubeil i regueed hlkd b |

PFlpass enter a new password, and the new password again for verification:

* Wew Passweord: Pasrword Compllamone:

Must b difTarant from your presmus & padssonds

W Fasiwords may ondy e chargid onoE @y 24 hours
H Must b B-12 alphanamant charsohers
" Condirms Mew Password B Muss conlain at least ome letber
B Must confain 8 leasf crse numEsr
M Mupt chrlaun o Iwasf oo vahid specal characher
o Muil el GeALLIA &Y fviEnd Speoal Charsils
B Must fol SEre Lt (M 3otare
MLURE O COITLa LN repEshing CNAf3CIars

Mist pot contaun Hirst nama o B nama
Must not ba the same 38 e Liser 10
MNaw Paseword mast mabch Confemm Nos Pas payord

EENXE?:

Be sure to view the list of valid special characters by hovering your cursor over “valid special character”

Plegas el youl Terreat pasveand, & adwm pabiwand. e the rew passscrd sgaie o varda abos

© L emresd Panyened Passmmrd Compligre
Mgl 1 Mgrded e g amina =i
-
© R Py e :
H
W
H
T oCerlire hew Pessserd L
o
M
H
u
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e When you receive the Reset Forgotten Password — Confirmation, you will have successfully unlocked
the account without involving EUS. You can then select the Continue to Login Page button to login to
I&A or navigate to the NPPES/PECOS/PEPPER/CBR system and login.

Reset Forgotten Password - Confirmation

;'-. Your password has been reset.
AP

Continue to Login Page '
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Retrieve Forgotten User ID

On the 1&A Sign In page select the Retrieve Forgotten User ID hyperlink.

On the Retrieve Forgotten User ID - Information page, you can chose to enter your E-mail
Information OR User Information associated with your account and then select the Continue
button.

When you choose to enter your E-mail Information, on the Retrieve Forgotten User ID -
Confirmation, you will see that your user ID has been sent to the e-mail address provided. Select
the Continue to Login Page button to continue.

When you choose to enter User Information associated with your account, on the Retrieve
Forgotten User ID - Confirmation page, you will see the user ID associated with your user
information. Select the Continue to Change Password button to continue.

On the Reset Password page, enter your new password and select the Reset button.

On the Reset Forgotten Password - Confirmation page, you will see that your password has been
reset. Select the Continue to Login Page button to continue. You will also receive a confirmation
e-mail informing you that your password has been changed.

See an example screen shot of the Retrieve Forgotten User ID - Information page below

01/20/2026
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i

CCM'S Centers for Medicare & Medicaid Services

Identity & Access Mansgemeent Sysbem [F] il

Hetmieee Forgotten Ussr 10 - Information

¥, Moban ¥iss havs twen opbaora for neinesng yoor Liser 10,

Wi el o Limar 1P a-madad fo yose. 8nbar B0 8- mgal address asaanatad with yirl SO0

i
erimakatidy depliyed DF youl, S0 Cha QS 1normegiain SHSaia00 with (el S0

e S0 Faiell e Ll [
B o chodies to reteess your User [0 by sl and do nof recerss he 8-musl wthen 74 hours, peass rebum to S page od
mnber e Lser Informabon swnoousted with your sooodnt

¥ ol recpeered fiekd n

i -maEil information LI P Indormeaisom

* F - ol Barlebreas: ® fsaiad Sercurify b (F nber Lask 4 [Hgits):

" Dabe oF Birt

B Firsk s
® Linsk Pl
= Pawpaenal Phepred Mijieeer

® o TR Poatal Cogde

Logging into I&A with MFA

e First you enter your User ID and Password, and select the Sign In button.
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(": MMS Certers for Medicare & Medicald Services
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1. Then you select which MFA methods you wish to use authenticate. If you have only defined/set up one,
then you will only have one choice. Select the Send Verification Code button to have your code sent to

your selected device.

Identity & Access Management System [} Help

Multi-Factor Authentication (MFA) - Methad

* mdicales reguined fiald]s)

We would Bke bo send you & code bo verily your entity.

= Gplect whero you wish Eo receban yoisr verifbration oo
o Primary Authentication Method: Phone Namber Text / SMS: oo ) oo- 40806
Alternathes Authenthcation Method: E-mall Addrass: 1" * **STPCSI.C0M

Keid Do maEs Chamnded whers yiu fdend youf (o0e? HEcGel WF &
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2. You will then be asked if you are logging into the system on a Public or Private device. If you are using a
private device, and you agree to let the system store a cookie on your device browser, you will be able to
bypass MFA when logging into I&A for the next 24 hours.

Enter your code and select the Verify Code button. If you are having trouble getting the code or need a new

code sent, select Send New Code.

(CMS Certers for Medicare & Medicaid Services it itobais) s o

ldenkidy B Access Management System 1 i

Bl erfor Sufheninafiom [MIA)

i S0 Y Tl Tpda ] P

Tl Wl bl st Cinle sl bed b 00

# Selecl where you sish o recelve your serifcation oo
Primesy funlentioatbn Beihsl: Flaes Mok Tesl /5005 (xr= ) e -2 758

B freivas! bie Aifthergratiomn Bethad: |l Aofilnee: mi? 84 8 F Sagniad] Coem

T e i g T D i iy o Pl e i e
Tk |8 @ Fbie Cavbia

Fhitw b i Privan Cuevicw

oo | )

e 1 il droi] sl (iley gl i Sabal § Fofe (RS

3. If you select Private Device you will see the following pop-up window. If you give your consent to allow
the system to store a cookie on you device browser, you will be able to bypass MFA when logging into I1&A
for the next 24 hours.

Consent ()

—

By selecting the Consent button, you are agresing to let tha systam install a coolae on
your Private Device Browser. This will give you the abdity to bypass Multi-Factor
Authentication for the next 24 hours when logging into the system.

[ Consent | [ Decire |
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Account is MFA (Multi-Factor Authentication) Locked

Your account will become MFA locked if you fail to correctly enter your MFA code before exhausting you
maximum number of attempts. When this happens, you will navigated to the Multi-Factor Authentication (MFA)
— Locked page where you need to select the Reset/Unlock MFA button.

1. You will then be navigated to the Reset/Unlock Multi-Factor Authentication (MFA) - Challenge
Information page where you have the choice of either entering the User Information associated with
your locked account or answering three of your Security Questions. Enter the data and select the
appropriate Continue button.

Identity & Access Management System (bl Helg

Reset )/ Unlock Multi-Factor Aathentication (MFA) - Challenge Tnformatbon

i, Noldes To resetfuniock your MFA you will nesd to sucoessfully comolete one of the following bwo oobores

1, Cormectly st Chnisd SRcidily QLastiird afsocaiad will ol aoomnl,
2. Enber tre User informmabon assocabed with youE S0t

1f woar checoss Option 1, and ane unablo b cormedtly anseer throe of the Secority shions assooated with your aooount,

wodl will b reguined bo completa Opbion 2 and oxmedly erter tha User Informaton asscoated with your acoound bafong
CeE i) Blgmanddd D fldal woiar M,

* maicabes requined feld{)

Security Questions OR  User Infermation

=Lecurity Question 1: * Sowcial Security Mambaer (Enler Last 4 Dagiis):
Whz i& your mortgags kender?

* Darte of Birth:

*Security Question 3: Fit { MDD Y

What sira shod 00 wied weas?

*Beonty Queestion 3; * First Name:

What was the oolor of your Tiret cas?

* Last Rame;
* Personal Pleone Nl

* Home FIPf Postsl Code:
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If you enter the correct information, you will be navigated to the Reset/Unlock Multi-Factor
Authentication (MFA) — Confirmation page. Here you will be able to modify (delete existing and/or

add new) your MFA method setup and/or Proceed to Log into I&A.

2.

Identity & Access Management System (7] Help

Reset/Unlock Multi-Factor Authentication (MFA) - Confirmation

Your Multi-Factor Authentication has been resst/unlockad.

Multi-Factor Authentication Setup

Primary Authentication Method
Delete this Authentication Method

Phone Mumber Text/SMS (703) 555-4846

Alternative Authentication Method

Add Authentication Method

Proceed o Log into I8A
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Register as an Authorized Official, Access Manager or Staff End User for your employer

Once you have created your I&A account by following the instructions outlined in the Create Your Account
section of this document, you can request to be an Authorized Official or an Access Manager for your

organization.
1. Loginto your I&A account.

2. Onthe Home tab please read the “Are you responsible for an Organization?” paragraph. It will
instruct you to select the My Profile tab

fi: MS Centers for Medicare & Medicaid Services e e
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3. Onthe My Profile_tab, scroll to the bottom of the page - under Employer Information - and select the
Add an Employer button.
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Employer Information

Thia Employes Inlermation table displays your rola and statiss with the amployers you ans associaled with. IF yeu are an
Individual provider, your NPT will ba listed below as an employer with a role of Asthorized Official.

Show:
B AN Emiployars
Only Approved Employers
- Only Approved and Pending Employers
only Cancalled, Disassociated, and Rejected Empliyars

Search By: "Employer Hame Sairch Chaar

N Employyers Exist,

= My Hole with this My Status with
EmpHloyer Employer = this Emplover ~ PECOS NPPES FEPFER CBR

If you wizh to add an employer, click SAdd an Employer®. | #dd am Employer

4. On the My Profile - Add Employer Search page, enter criteria to search for your employer and select
the Search button. (NPI Search is recommended for Organizational Providers with an existing NPI.)

Identity & Access Manpgement System (1] Heilp

Hiritie iy rradile LR

My Profile & Sdd Employer Saact s s dn
Bapich oo Deffe f iledfi OF DR rradoll Fdywhiid R0 pleg sl [0 Def Gdd0Dilind wolli b plod @Spipdd. Vi O30 FCH By
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If your Employer is returned in the search, select the Employer from the list by selecting on the radio

5.
button next to the employer.
NOTE: If your Employer is not found in the Search, select the Add Employer Not in List button.

[ ]
Enter all of the required fields; select the e-mail address that you wish to use for the Employer.

I|:In|1IJI.1r & Access Management Sysbam i) 1wl
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6. Once you select on the radio button, the page will expand so that you can select the role you are
requesting for this employer:
e Authorized Official (signatory for your organization authorized to legally bind the organization in
agreements)
e Access Manager (managing users, updating account information for your provider/organization
e Staff End User (working in approved CMS applications for your provider/organization)
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7. Depending on the Role selection you make the page will further expand.
Authorized Officials must attest to being an Authorized Official for your employer by checking the

checkbox.
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Search Results
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8. Onthe My Profile - Add Employer - Confirmation and Review page, review the actions you will need to
take in order to be approved as the Authorized Official, Access Manager, or Staff End User and select
the Done button. A confirmation email will be sent to you.
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e If you are already listed as the Authorized Official or an Access Manager for an Organizational
Provider, which is currently enrolled in Medicare then your application should be approved
immediately.

e If your Organization is not currently enrolled, not eligible to enroll, or you are not already listed as
an AO or AM for an enrolled Medicare Provider you will be required to submit verification
information to CMS External Users Services for review before you can be approved.

o The verification documents can be uploaded on the Add Employer » Confirmation and
Review page
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If you are requesting to be an Authorized Official:

e You must submit to the EUS help desk a copy of the CP 575 [or approved alternate] for the
organization for which you have requested to work on behalf of as an Authorized Official (To help
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expedite your request please write the I&A Tracking ID on the copy of the CP 575 you submit to
EUS).

You will receive an e-mail from EUS when your request has been processed.

If you are requesting to be an Access Manager:

You MUST complete Option A or Option B below before your registration to act on behalf of the
Organization below will take effect in CMS applications.

OPTION A:

Print, Sign and Submit to CMS the Access Manager Certification for this request, along with the CP
575 [or approved alternate]issued by the IRS for the Organization for which you are requesting to
be an Access Manager.

OPTION B:
Please have an existing Authorized Official for this Organization approve your request by logging in
to this system.

If you are requesting to be a Staff End User:

You MUST complete Option A or Option B below before you can act on behalf of the Organization in
CMS applications.

OPTION A:
Please have an existing Authorized Official for this Organization approve your request by logging in
to the I&A system.

OPTION B:

If you are only trying to gain access to your organization's Type 2 NPIs in NPPES, you can contact
the NPI Enumerator for assistance.

9. You can track your employer request status at the bottom of your My Profile tab.
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How to Setup Your Account if you are a Sole Owner

Note: As a Sole Owner you have both an Individual Provider NPI (Type 1 NPI) and an Organization NPI (Type
2 NPI). If you have not applied for your NPIs, please do so before continuing with the I&A steps below. Asa
Sole Owner you must include both NPIs, Type 1 and Type 2, on your My Profile tab under the Employer
Information section. Below are additional details on this setup.

1. Loginto your I&A account with your Type 1 user ID and password.

2. On the My Profile tab scroll to the bottom of the page. Under Employer Information section you will
be listed as the Authorized Official of yourself (your Type 1 NPI).

3. Next, add your Type 2 NPl under the Employer Information section. To do so, select the Add an
Employer button under the Employer Information and follow the instructions outlined in the
“Register as an Authorized Official, Access Manager, or Staff End User for your employer” section of
this document to register as the Authorized Official of your Organization

4. You can track your Authorized Official request status at the bottom of your My Profile tab.

Employer Information section of the My Profile tab with the employers collapsed

My Role with this My Status with

Employer = FECDS NPFFES FEPPFER ©CER

Employar = this Employer =
::. Cox Fharmacy Authonged CHcial Pandng Approval ' YE& YES YES
I;i miith. Jassl oy rizesd Odficia Bpprosed TES YES TES TES
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Employer Information section of the My Profile tab with the employers expanded

Mol weiith this My Status with
Emplayer = E*_ L hic Employar » PECOS  NPPES  PEPPER  COR
¥ cox pRarmacy Aihortzed Offidal  Pending Approval  ES ¥ES ¥ES YES
Fraciing Id
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[*} swayrs, Patrick Arcess Manager  Approved ¥ES ¥ES ¥ES ¥ES

NPL: 1TR5914860
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710 W Hally dve

Srarhing, Wa, 200644631
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Phome Bumber, 5455454548
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Uritesd Slakis
Phone Mymber;, 516-379-2162
Fax Nember: 316-378-1035
My il
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il E-rrami Ao
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How to Initiate a Connection (Surrogate) Request to a Provider

1. Asan Authorized Official/Access Manager, login to your I&A account.

2. Onthe My Connections tab, select the employer that you are going to create a surrogacy connection
for by selecting the [*! (plus sign icon) next to the employer name.

(&ME Centers for Medicare & Medicaid Services fouy dmsls phop brpresg H e

st Losgapesdl 2 B0 /5L

Identily B Access Management Sysitem

# | Hedp
Hoayss My Profiie My Conmections My Skl
My Conneciions
Connections will alow you o coate suTogate reationshees betwean Providers and indfiduals or organizations that work on the

Prionsders’ Bahall

Select the name of a Connecbion o updabe or wiew mone informmation abowt that connection
Cearch By " Bmployer BMoms Spanchi Choar

+| Cox Pharmacy  EIN:™-===0093

¥] Cox, Aaron  WPI:71026E602
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To request to have your employer work on behalf of a provider select the Find Provider button.
e To request to an organization to work on behalf of your Provider Organization, select the Add

Surrogate button.
o NOTE: if your employer does not have an Active NPI, the Add Surrogate button will not display.

E Santpmbar, Rabeccs

September, Rebecca is a surrogate for the following providers

Sepiember, Rebecca has been authorized to work on behalf of the [ndividuad Frovider{s] or Healthcare Crganizaticn(s)
e Hadorw, Usa thie Find Provider Button bedow Do inifiale a request 5 wodk on bahad of & Prowides o OrganiZagion not
listed hars. Use tha Multiple Comnnections bution befow o initiate a request to add multipe provider connections wsing

bulk upload,

Find Provides Multiple Connecticns

September, Rebecca has authorized the lallswing surrsgatss

Thi follawing Individusl{a) of Organitation[s)] have basn authodired 1o werk on behall of Seplember, Rebects Uds the
Add Surrogate button to initiate the process of avthorizing an Individual or Organization to work on bahalf of Septamber,

Rebsocy.

Add Surrogaie

MPI:1144501701

01/20/2026 42



Identity & Access System Quick Reference Guide

3. On the Add Provider/Add Surrogate screen, enter the search criteria and select the Search button.

'_|'| Haelp

Tdentity & Access Management System

Hime My Prafile My Conmectian My Stall

a & g Previous Dgse

My Connection = Add Frovider

Sewrch for an Organization or an Individesl Provider chat vou wish to be sssecisted with as & Forogae T work on their behalf
Syupa, ZEP

Vs 2an saknzh by BRoefing ohe of maiee of the Tz e g Deganisasisn Nams, Individus! Providss's Las Masnae, Ciry
o NFL
O gandzalion Mansa:| HPI: Sz
Firnt Mame: Last Name-
ity Stats: 5E - Sl Cma w| ElP:

Under the section “Search Results”, select radio button next to the provider’s name
screen so that you can select the business functions you would like to access on behalf of the
provider. Select the checkbox next to PECOS/NPPES/PEPPER/CBR and select the Continue button.

>EArCH KesUts

Plarme - MPI Business Malling Address
® Swivre, Paloick | § 2853 149560 710 W Holly Ave
Clerlimg, VA 20164-4621

Wiirs Othar Warm{s)

Calpct the Business function{s) you weould like
walpreens to bo ablc to acoess on bahalf of the
P e

PECOS
NPPLS
PERRER
CER

. This expands the
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On the Add Provider Confirmation page (Add Surrogate Confirmation page if you are adding a
surrogate), review the information on the page for accuracy. If you wish to receive a copy of the
connection request e-mail notification that will be sent to the provider, enter your e-mail address in
the Additional E-mail Address field. Select the Submit button to move forward with the request.

Identity & Access Management System (7] Help

Hurame: Iy Frodibe My Commeciions My Stall

My Connection & Add Provider = Pack to Presious Faas

B, vosa hares requested o work on Bshall of Patrick Serayre ad 3 sumgube, Onoe the conmection has bsen dpproved, yoi wil
auboempticaly b= connected o all pusociabed WET's, Review the infarmation listed befow Beforn you conlinue

Hame: Fetnck Swayae
Husirsess Function]s) Selected:

PELLG
MPPES
FEFFER
COR

T wend chis cormection reguest negification (o a8 anoifer e-mail pddoess in addition 1o what s ogrrenty on fle for ghis
e, amer the pddtorgl e-mall sddesss balpw

Additsomal F sl Addres:

NP ) Aasocihled with this Provided
PFrovider Name HFI Husimess Mailing Address
719 W Helly Ave,
il T
Patrick Swave 1Ea5014060 Sherfing, WA ZLe4-4521
Sesbunit (N | caoc

NOTE: Once you select the Submit button an e-mail will be sent to the provider/surrogate, and a copy will be
sent to the e-mail address entered in the Additional E-mail Address field, notifying him/her of your
surrogacy connection request. Please also note that you have not completed the connection request steps

until you select the Done button at the bottom of the Add Provider » Review / Add Surrogate » Review
page seen below.
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5. Onthe Add Provider » Review or Add Surrogate » Review page you will see a summary of your

connection request.

(LN iy P ol My Conmeclions

My Connmeclion » Add Fecrasder = Feview

5 Bdmthi sesn

By Stall

. () Yo Faren nusssafully submined o cosmucsies rgumes t2 work on bahalf of e provider referencad bt The decails <F

VI EEUAECH T regoElt B EeaE B e ConFrmeteen of sthion megoart ke b sart o ovoee aorme | edtdeman an ol o B
s wryral adirean of sha Erovider, vou il recsve mofzpean va el snze the srvesier has seprmend or el

T MRS,

Worg e prick tha page for your recenda.
Mama: farssy Soapta
Dotional Suevpapey Cpnfiemprion
Bamineun Function(u)) Sebected:

& PRCOS
Dade Mequest Submitted: 017142226
Connaciion Request Llafus: Semz =g
Trascking [D: 57741888
Bacinias Fundtion(s) Sekeoedi

B eSS
Dl Rdguedd Sodsmnsihad: 0172428036
Connaction Heguest Status: Sendng
Tracking 00u 57781000
Bosiness Function(c) Sebecied:

¥ FERRER
Dl Foaqueest Submithed: 01142026
Connacion Feguest SLafurs: Sane=z
Tracking I §F7 080
Bermineny Function(s) Selectnd:

« CBA
Date Requesd Sobmiled: 01142000
Connection Hequesh Stafug: Sencog
Traching IDn 5774189

Dasuamant Massgamant;

Wog o uplopdl view, e delete dpcumencs. Vou can alpo view, add.

[Fhttmrm mfp—iizn abous Upmpdsd Socormamy

Til= Mames Berument Typs Coamimesin

FiPlis) Assemnted with this Providen

Prasithes Maroe

Batrick Smyes

g chebeoe Commency relaned o the wpiopced doqumeny

Date Addar Aclians

s p Omcamat |

Eeor s i 11 buiny Aoddr i

115 Wl Helly kam
Sewrlimg. N, 200 B4 R3]
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Note: Once you have successfully created your surrogacy connection requests, the request must be
approved before the surrogate can work on behalf of the provider in the requested systems.

If a surrogate initiates a Connection Request to an Individual Provider, the surrogate has the option of
printing out the Optional Surrogacy Confirmation (link to the form is on the top of the page) and have the
Provider sign the form, then upload the form along with the additional required documents, to have EUS
approve the connection request on the Provider’s behalf.

For more information about Uploading Documents see section How to Upload Documents

Name: Patrick Swayze

Optional Surrogacy Confirmation

Document Management:

You can upload, view, and delete decuments. ¥You can also view, edit, and modify comments related to the uploaded documents.
[=] More information about Uploaded Documents

= Type of documents that can be uploaded should be formatted PDF, GIF, or JPEG files.
* Maximum size of file that can be uploaded is 10 MBE.

Total number of uploaded documents limited to 5.
Decuments may only be deleted when the status of the Reguest is Pending or Rejected.

Type of Documents:
= Surragacy Confirmation Form
» Letter 147C
= Copy of Photo Identification Document

0 of the total required 3 documents for completion have been uploaded.

File Name Document Type Comments Date Added Actions

Add @ Document
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6. After you select the Done button you will be returned to the My Connections tab where you will now
see the newly added Provider.

[=] Senith, lessie

Smilkth, Je=sie is & surrogate for the following providers:

Smith, lessie kis bean suthorized o work cn behalf of the Individual Provider{s] or Haalthcare Organizations) ksted
b e,

Use the Find Provider buiton below (o inRiate & request to have Smith, Jassie werk on behall of a Frovider of
Orgamizatien rob already reflletad in the st babow,

(LR AT L [T {10 Conmactions batron Dalow to iniviate 3 FoQUeES T0 R0 or disabhs maltiple prowved s ConnaCiiong | not
abrgady inclieded in tho st Dedow] wsing bulk upload.

Find Provider Multiphe Connections

CETT [+ HPT Tracking ID  Businass Function Accacs Status

E' Swayoe, Pakrick L

7. If you select the icon next to the provider’s name, you will see the business functions and status of
each surrogacy connection request associated with Provider.

Sanith, Jesala

Smith, Jessle is a surrogate for the following providers:

SEmith, Jeszie has bean auvthorized to work on behalf of the Individual Provider(s) or Healthcare Organdzation(=) Bsted
belowe.

s the Find Provider button below o initiate a reguest to have Smith, Jessie work on behaldl of & Provider or
Organization net aleady relected bn the FEL below,

Use the Mulliple Connections bulten balew (s nitiate a request to add or disable maltiple provider connegtions (el
atraady nclsdad in B list badow) using buille upload

Hame MHiPl Tracking ID  Business Function Acoess Slatus

= SWAVTE, PAITICR L 1205914960 STI41563 PECOS Pending
57741920 MEPES Fending
57741973 PECPER Pending
SLT41871 CER Pending
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Note: Once you have created a Surrogacy Connection to an Individual Provider requesting to work on behalf of
the provider, you can access the Optional Surrogacy Confirmation form from the Connection Detail page by
selecting the Tracking ID on the My Connections tab.

r Medicare & Medicald Services B el e e T

Idde=imtily & Access Manasdensent Syslam | Bl

Mo My Prahie By Comnetises By

My Connecteon & snnecticn Debs Sack B Evpvpim Page
Privvizer ek

Plasee: Fytne Smaeps Pt 2f-54%-a548

Vo ar et NPl § 185514960

Businewy Mailireg Adedresss 710 W =ty dop

CHy: Berbryg
Stwbe) Vi

ZIF Codes F0iS-1a]]

E-siiad e as

E gin Functions Diets " 8 :
Parsiivess FuisTioe Eevjuriled (ke BiCeus Slalus Teackanag DF Bwailable ATiss
PO a3/ 30 Peradng STTAIER e
NS QLTI Frredng STrAI9T0 v
PERETR ST Bgrakng ETTAINTE e
(w1 0131738 Terd rg LT p P bp] e

Cscument Hanagemaent;

Tiro Cft uSlaadl, ntw, il Sfle dabuiterls. Too tah 868 wew. S, s5d delite Sty Felided 1o e usioaded decumbsts
1% sew: wtprraston. sbesgt Updoacked Dossuamants

0 ol the tolal regueired T documents for completion heree boen uplosded

[ T M ieaieiatr Focsa v e LIP- Py B E = s

01/20/2026 48



Identity & Access System Quick Reference Guide

How to Initiate Adding Multiple Connection (Surrogate) Requests to a Provider

1. As an Authorized Official/Access Manager/Vetted Individual Provider, login to your I&A account.
2. On the My Connections tab, expand the details for the employer that you are going to create multiple
surrogacy connections for by selecting the *! (plus sign icon) next to the employer name.

AS Centers for Medicare & Medicaid Services

Gikgn (buk

Identity & Access Management System

HDE iy Frodile My Conmectsons iy Sraf

My Conneciions

Search By “Employer Haime Brarch Clear

[%] September Besbercs  HPLIL144501701
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3. To request to have your employer work on behalf of multiple providers, select the Multiple Connections

button.

o NOTE: If you are requesting to have your employer work on behalf of ONE provider, refer to the

previous section of this guide.

EI Septembar, Rabacca

Septemibar, Rebeccs s a surrogate for the following providers

Cepiember, Rebecca has been authorized to work on behalf of the [ndividual Frovider{s] or Healthcare Organizaticnis)
liEedl hadorw, UEe the Find Provider Button bidow Do inifiale a request 9 wodk on bahad of a Provides of OrganiZagion net
listed hare. Use tha Muliple Connections bution beldow o InSiate 3 reqoast to add multipls provider connections wsing

bulk upkoad,

Find Provider Multiple Connections

September, Robecta has authorized the lollowing Surragates

The follawing Individuwal{a] or Organization[s) have besn suthodrized 1o work on behal of Seplemben Rebeots LHs the
Add Surrogata buton to initiate the process of avthorizing an Individual or Organization to work on Bahalf of Septambar

Rebeoca.

MPI:1144501708
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4. On the Multiple Connections page, you must choose a CSV file that adheres to the format listed on the page

and select the Upload button.

( CME Centers for Medicare & Medicaid Services e e g B

Identity & Access Management System [Z] Heip

e Hy Profila My Conmections My SEall

My Connections = Multiple pfm b gis b Eo Prey e
[=F=IRTC o ol P e iid

The Mukiple Connectiong page will alew o 10 requast naw Connectons whara your employar 15 the sarogane

Sunmiting prowider réquasis through this Punctaon Wl met automatically resull in approval. Tha smployer ¥ou are saekeng a

o
conrgciinn with will gt8 naad Eo appross all ol Ehe cormsctions fhat have Besn submiifsd

Create your CHY Fle usng the Mulliple £ A | TemEetats

Huanirmiure fike 4ie abviastd fot axcaad [ ME

H fla size exceds 1 MB, try be subimdt yoor data uelsy multple Mles instasd of ena largs fke

Cinly ona Rle can b prooessed at a tree, B you naed bo subeesd mupgtipie e, plegss wat entll the uploaded e is completely
pndd bednre uploading the nexl fie

w numbar of recerds e Bla 1000

File Mama should not contain Spaies oF Speial Chardonars

Do not lepyve thés pagae or log out whils 1he Bie uplosd s in prograss, IF you leave 1he page, you will mof be abla bo scocess the

uplnaded fonnectisn reogue! infoermatisa far Buy uploed
' [ndicates & required flakd
* Beluct File (o Upload [(C5V])

Choget File | We B chosen Uplogsd Clear
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5. On the new Uploaded Connections Information screen, your uploads will be listed along with the success
and/or error messages of each connection request. Error messages will be populated only for rejected
connection requests. These uploads can be sorted by NPl and downloaded for your own personal records by
selecting Export Messages to CSV.

Homea My Profile My Connections My Staff

My Connections » Multiple Connections » Uploaded Connections Information << Back to Pravious Page

Rebeacca September NPI: 1144501701
Uploaded Connection Information

You can view uploaded connections info here. Download the CSV File to keep the uploaded information for your records. If any
errors were found in a record, the entire record will be rejected.

Filename: ProviderConnectionRequests. csy Export Messages to C5V
NPI ~ Message
1273817819 Submitted, no errors
1669756292 NPI Record Is currently deactivated
1548544182 Provided Entity Type is invalid
1629352265 Given provider information is mot matching
1760766307 Submitted, no errors
1841574480 Provided Business Function is invalid
3456785643 NPI number does not exist in the system
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6. Click on the My Connections tab where you will now see the newly added Provider.

[=] seprambar, Rebacca

September, Rebecca tested is a surrogate for the following providers:

Septermber, Rebeoca tested has been authorized to waork on behalf of the Individual Provider(s] o Heslthcars
Organization{s} Ested below.

Use the Find Provider button bedos toinitiate & request i have September, Rehecca testad work an behalf of a
Provider or Organization not already raflected In the st below.

Uise the Multiple Connections button below to initiste s request to add or disshie multiple provider cormections. [not
already included In the list below) wusing bulk upload.

Haimi [ | Tracking 1D Business Funclion Acoess Status
John, Jang Jana

ng ong test ¢R8732

7. If you select the I icon next to the provider’s name, you will see the business functions and status of each
surrogacy connection request associated with the Provider.

[=] septambar, Robacca

September, Rebecca tested is a surrogate for the following providers:

Seplember, Rebecca tested has bean autharizad to work em bahalf of the Individual Previder(s) o Healthcane
Organizaticn{s] Ested below.

Ui eha Find Prowidar button balow 1o initate 3 reqeest to Nave Septambsr, Rebecca tastad work on bahalf of 3
Provider of Organization wol already reflected in the L beloe,

Use the Multiple Conmactions button befow to Inltlate a request to add or disable multiple provider connections (ot
al ey Incliadad im il Relove ) useng bialk upload,

HMaie NPT Tracking 1D Dusiness Function Acoess STalius

=} 3ohn, Jane tare LIGATO6TIS  EXTII980 FECODS Fanding
SIT3982 MPFPES Fanding

=l ng org test 098722 2136350 FECOS PEREIRG
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How to Approve/Reject a Surrogacy Connection Request

After the provider/surrogate receives the connection request e-mail, an Authorized Official of Access Manager
for the Provider or Organization can take the following steps to approve/reject the request.

1. LogintoI&A
a. if the user does not already have an account see section Create an Account

b. if, once logged into I&A if the user is not an Authorized Official or an Access Manager for the health
care provider, see section Register as an Authorized Official, Access Manager or Staff End User for

your employer
If the user is an approved Authorized Official or Access Manager for the Provider or Surrogate

organization that did not initiate the surrogacy request, the user can Approve/Reject pending surrogacy
connection requests from either the Home tab or via the My Connection tab.

2. To Approve or Reject pending Connections via the Home tab, select the Business Function(s) you wish
to Approve or Reject and then select the appropriate button (Approve All Selected or Reject All
Selected).

Note: There is a separate check box for each Business Function for each provider/surrogate

{_".Er PSS Conters for Madicans B Hadicaid Serpce e e e R )

lderilila B Ficess Mansge el irelsm

3. To Approve or Reject pending Connections via the My Connections tab,
a. expand the employer by selecting the next to the employer name
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o My Pralile My Conmeciions iy Sxal

My Doandecinns

Copererepa e Wil allowe o 0 COroate Surmogans relainesiens Doleoen Provedens. and indeaduals oF ongacszabons that workl on e
Proveders” bebal,

Selact thae ramae of 3 Conrection fo update or vwes mone nformaban about that conrectcn

Search By "Employer Nama | Search [ "

[F] Cox Parmacy  EINS"-"==0009

b. then expand the Provider and/or Surrogate by selecting the next to the Provider or
Surrogate name.

E' i PRirmely

Cox Fharmmacy s a surrogets for Ehe following providers:

Lo PhisfThady Ml B FulPrbied 0 wdrc o bamail of o Srefiviiusl Frowioer(d) o Heahhcars Organiratienis] Rt
eborw

User 1t Flmd Prewider bultens Bakdey o inftise & segoest 10 have Cox PFhammacy ek on behal of & Srovidern o
Degasdiation nof srssdy rellecisd in Bha Ll Balow.

Utsr IFea MUl ipla Comnacilions nalon héldvw OF inRlale & roeIuail 10 B0 of Stabk mulliphs proveded JeSnaciond [l
already included in the k2 below ) usrig buf upkead.

Hanmn =P Tracking B Business Funstion Aoy Fladus
l,:‘_| ban, Pack Lyme ceof1dEaaT GYFaTEa PECHS A prasad
AT TTERG MPLS #a pruead
=l s, mon L42FAE00T ST IR PECOS Paniding
AIIZ4TR0 MFSES Fanding

Con: Pligitriacy has sulhoibed e Followiieg i ogales:

Whep [rdivSiduai 8] o7 Ovpasizationgs) Beed DEoW Nave Dian sehaeinnd 00 wierk o0 Danal of Co FRarmacy.

Uy the fudd Fusrogabe betton te inSlbe the progess of ssthecipieg an frdividusl or Qrganization ne slrsady Bebed
ebow 1o work on Dehal of Cox Fhasmacy.

Harss Tracking 1D Busiress Fusition Acgeis Status
& ooe, 30hn
El Cya Chin, PCE i Cade, FCEws Tl

PCEym Carg, FCEye Care, PCEys Carn,
FCEw Cane, FOEyR CanePOEyaLDD

(=] eneesetl phaemacy SEr24E FECOS Appeeiaed
STTIABED HPPES Le o

c. select the Tracking ID next to the Business Function you wish to Approve or Reject
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Hame HPL Tracking ID | Bucinecs Functicn Acoess Status
Main, Rack Lynm
2 show o8 1427338003 | S7741973 PECOS Pending
5741974 HPPES Fending
197 FEFFER Pending
TAlBFS CBR Fanding

d. you will be navigated to the Connection Detail page where you can select the Approve or
Reject button next to the pending surrogacy connection you with to Approve/Reject
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Flimiid By e

By nfieied T it

My Cosnesct i = Contection Delai

Prawider LDietads

P R SR

Busireesx Hallmvg &ddress: 715 W Haly dee

Ciy: Enpring
BEnbe:
TP Cadie 30 Ef4-1821

E-mail Addeess:
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e. you will then be asked to confirm your action

|r-?|r|llr| ae P fill LA

i
Lol Limpgerd == B9 37 IR-3E PE.TIAN

{ CMS Conters for Medicare & Medicaid Services

7} Wi

Identity & AoOE3d MansJement Systam

el i iy Prafils iy Comnecifons by Shaif

M Domracieoim B Aji

i By apperving provider JOM SHOV Y fegues, samegete Dan Pharmascy in dgreemnyg Ix wark on baha¥ of Ly prawider is Lhe

FROOR fpmiaim Sale Sl 10 £ onig

Or if you are rejecting a request

il THAT
wrm e

( E_MS Centers for Medicare & Medicald Services iy eyl o

tolimdp

Identity & Access Management System

Fl i Mg il R e TR T Wy mai
B Cidaieclinm = | |
B ES o Tiegukread Mald]a
n Phaiidty b ieciedag o wock an BEkall ol Thia piovide® @ B

G SHET W o], weiipete

A By e iR e
T 10 C T

FELCE pywinme. Selaci

® Hasvon

SamimaF hrm =

f. repeat this process until each connection is approved or rejected.
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How to Manage your Employees and Their Access

Note: Only an Authorized Official (AO) or Access Manager (AM) has the ability to manage Staff for their
employers.

The AO or AM of the employer should first Log in to I&A and navigate to the My Staff tab

Tdentity & Access Managemant System 7] shaiy

Hurmae My Prolils My Conmsclicns My el

Hamae " T A

Locate the Staff End User whose access you wish to Modify by scrolling down the screen or using the
Search By: Last Name / First Name search boxes.

How to view a staff user’s access
View staff user’s access on the Active Staff page of the My Staff tab

Hoemie My Profile By Connections My Staii

My Staff - Active Staff

Role Regueity nactive Staff Add Stadv
Gearch by: Employee Last Hame Employee First Hame
Finplayir Mias Ssarch Clear
Nama - Hala PECDS HPPES PFEPPER CER
E' carter, joam i,
I*| Dee, Jokn bty
I"I lwull'l'\l -|li-u||'l. fssin m

1. Select the '*! (plus sign icon) next to the Employee Name to expand the employee to see the list of
providers and business functions for which the employer has been approved to work on the provider’s
behalf in the identified application.

2. With the employer expanded, the screen displays the list of providers and the business function access
that has been granted to the user via the surrogacy connection between the Employer and the
Provider.
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How to Modify a staff user’s access

1. Select the Modify button under the Role heading next to the staff user whose access you wish to

modify
Hame - Role FECODE NFPFFES FEFFER CHR
carter; jnan E
E o, Dok |—§'_I
Twenty-sight, lessie [ sany |
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2. The Modify Staff page will display.
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On this page you have 2 options.

1) modify the user’s Employer access to all of your employers using the Modify All Current Access bar
2) Modify/Adding the user’s access to a specific Employer or modify the user’s surrogate access to
providers for which the Employer is an approved surrogate.
Modifying a Staff User’s access to all Employers at one time.

Maodify All Current Access Rola | - Selkeet O - w || PECOS HPFPES PEPPER | | CHER

Using the Modify All Current Access bar, you can select a Role and Business Function access to be applied to the
user for ALL employers. This is useful when trying to grant a Staff End User access to all of your employers.
To do this:

1. Simply select the Role you wish to assigh from the Role dropdown box
2. Select the Business Functions you want to grant access to
3. Select the Modify All Current Access button

Modifying a Staff User’s access associated with one Employer time.
To modify or add access for a specific employer or modify the staff user’s surrogate access to providers for

which the employer is an approved surrogate, select the Modify Access or Add Access button next to the
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desired employer. If no button exists, then you don’t have the authority to modify the user’s access associated
with the employer (for example, Access Managers cannot manage other Access Managers access)
Modifying Access.

1. Select the Modify Access button next to the Employer you wish to modify access for
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2. You will be navigated to the Modify Staff page
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Here you will:
a. select the Role or remove access by selecting No Access (Disassociate)
Employer Robe PECOS HPPES PEPPER  CRR
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i. If youare an AO for the selected Employer, you will have three Role options
1) Staff End User
2) Access Manager
3) No Access (Disassociate)

ii. If youare an AM for the selected Employer, you will have two Role options
1) Staff End User
2) No Access (Disassociate)
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b. select the Employer Business functions you wish to grant the user access to

L Eoks PECEVS HPPES PF PR CHR
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c. select the surrogate Business functions you wish to grant the user access to.
To grant a Staff End User access to a provider, you can individually check the checkbox next to

the Business Function(s) for the desired provider(s), or you can grant access to all providers by
checking the checkbox(es) in the Provider column header row.

Prowidisr FECOS HIPPES PFEPPER CHER
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IH Oirg 35161015 EM; ==-=""1&15 PECOS

IMPORTANT: Per CMS security standards the I&A page will timeout after about 10-15 minutes of
inactivity. Simply checking boxes on the screen will cause the page to timeout so CMS encourages
users to select 10 - 20 providers for their Staff End User (or as many providers as you can select) and
select the Submit button to ensure the page does not timeout. The AO or AM should then go back to
modify the Staff End User’s account and continue selecting providers.

3. Once you have assigned the appropriate access to the staff user, scroll to the bottom of the page,
choose whether or not they wish to send an e-mail notification to the staff user, and select the
Submit button.

4. After the Staff End User is assigned access to the provider(s) AND the AO or AM selects the Submit
button the Staff End User must wait up to 2 hours for the system to synchronize the account
updates to the EHR system. After 2 hours the Staff End User can log in to EHR and work on behalf of
the provider(s).

5. Toremove a Staff End User’s access to a provider, follow steps 1 - 4 above, in step 2 instead of
checking the checkbox, you would uncheck the checkbox next to the Business Function(s) of the
provider for whom the Staff End User should no longer have access.
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How to approve staff user requests

Approved Authorized Officials and Access Managers will see the My Staff. Select the Role Requests button to
navigate to the My Staff Pending Role Requests page.

Home Hy Frafils My Comnections My Stadf

My Stall - Active Stall

i fbagaenitn rmectrew Siardi el Sl

New employer requests and role change requests that you have the ability/rights to take action on will display.
You will have the ability to either approve or reject the request.
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Once you select the Approve or Reject button you will be navigated to the confirmation page. You have the
ability to send an e-mail notification to the requestor. If you uncheck the checkbox, no e-mail notification will be
sent. Once you have reviewed your action, select the Submit button the request.
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How to Invite a Staff Users

Note: Only an Authorized Official (AO) can invite Access Managers (AMs), while both AOs and AMs can invite a
Staff End Users (SEUs) for their employers.

1. Login to I&A and navigate to the My Staff tab

2. Select the Add Staff button.
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3. On the Add Staff page, the AO or AM will enter the user’s First Name, Last Name, and E-mail address,
then select the employer you wish to add the user as an employee.
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4. When you check the checkbox next to the Employer the Role dropdown will become enabled and you
can select the role you with to assign to the user. If you are an Authorized Official for the Employer,
you will be able to assign the user the role of Staff End User or Access Manager. If you are an Access
Manager for the Employer, you will only be able to assign the user the role of Staff End User. You will

also select the Business Function(s) which will grant the user access to the Employer in the named
CMS application.

CTMS Certers for Medicare & Medicald Services |80t inmyherizzs._iam oo

Tihenuivy & Acocss Ba nageimcnt Systom 1| vt
Hijpwr Hiy Prolils By £ v Ty My Sl
By Sdall & Hodfy Siall &
[P r— R
irmile, Gk
[ mypavery Bl M OO% MPPLE PR (m L}
Bagic f Yetormms Alfts Sabue ] e Cwws D Oos
[ qad 4
iy Ha Sie®ilnd L~

e Linme'n CorEmct G- 1

Provider Rl O L] FFRR THR

Business functions are only available for employers who are providers (i.e., they have an active NPl in
NPPES). If an employer has no active NPI, the business functions will not appear.
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e You can also grant access to multiple employers at once by using the checkboxes and Role in the
Header row. The same applies for the Business Functions (PECOS, NPPES, PEPPER and CBR).
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5. After you complete the user’s Role and Business Function(s) selection for the employer, select the
Submit button

EECNNY | o
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6. The Submit button will take you to the Add Staff > Review page where you will verify the information
for accuracy. Itis important that the e-mail address entered in the Add Staff page is accurate so the
Staff End User will receive their invitation and PIN to register. Once the information is complete,
select the Continue button.
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7. Upon selecting the Continue button an e-mail invite will be sent to the E-mail Address you entered
and you will be navigated to an Add Staff confirmation page.
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8. Below is an example of the e-mail invitation that is generated.

From: donotreply@cms.gov
To: jane.doe@email.com
Subject: You've been invited to register with the Centers for Medicare and Medicaid Identity & Access System

Jon Snow requested that you register as a staff user for your employer (s) AAG
Org One, JON SNOW in the Centers for Medicare and Medicaid Services Identity

& Access (I&A) system. To continue, please either click on the PIN Entry Page
link provided below or cut and paste the link into your browser and enter the
e-mail address and the PIN provided below. Note that the PIN will expire in

72 hours if not used.

PIN Entry Page: https://nppes.cms.cmstest/IAWeb/register/register pin.do
PIN: 2534694877

Invitation Tracking ID: I11355

Please do not reply to this message via e-mail. This address is automated,
unattended, and cannot help with questions or requests. If you have any
questions, please contact the External User Services (EUS) Help Desk:

External User Services (EUS) Help Desk

PO Box 792750

San Antonio, TX 78279

1-866-484-8049

EUSSupport@cgi.com
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9. The newly added Staff End User will exist on the My Staff tab under the Inactive Staff heading,
Registration Pending, until he/she registers in I&A.
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Once the user accepts the invitation (see How New I&A Users Register from a Staff End Users (SEU) or
Access Manager (AM) Invitation and How New I&A Users Register from a Staff End Users (SEU) or

Access Manager (AM) Invitation sections of this document) the user will show under the Active Staff
heading on the My Staff page

01/20/2026 72



Identity & Access System Quick Reference Guide

How New I&A Users Register from a Staff End Users (SEU) or Access Manager (AM) Invitation

Note: PINs included in the Staff End User Invitation will expire in 72 hours if not used.

1. The user should access their e-mail and look for e-mail Subject: You've been invited to register with
the Centers for Medicare and Medicaid Identity & Access System. An example of this e-mail is
available in step 8 of the How to Invite a Staff End User (SEU).

2. Inthe body of the e-mail the Staff End User should locate the web address provided after the text PIN
Entry Page: and copy and paste the web address in his/her Internet browser and select Enter.

3. The user is then navigated to the Terms and Conditions page where they should review and terms and
conditions. To continue, the user must select the Accept button.
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4. The useris then directed to the Enter Pin page.
a. The user will enter the e-mail address where they received the Staff End User Invitation
b. Enter the PIN found in the body of the e-mail
c. And select the Submit button to continue

Enter PIN

* indicates required field(s)

*E-mail Address:

*PIN:

Y | -

5. On the Invited User page, the user will decide if he/she is new to I&A OR if he/she is already a

registered I&A user.
Important: The invited user must register or sign in under his/her own account, not the account of the
person who sent the invitation.

a. Users who have already registered will enter their User ID and Password and select the Sign In

button

b. Users who are new to I&A will select the Continue To Registration button
The steps that follow are for a user who is new to I&A. A new I&A user will select the Continue To
Registration button.
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6. After selecting the Continue to Registration button, the user is taken through the User Registration
Process. (see the Create Your Account example)

7. Once the user has completed creating their account, the can navigate to the My Profile tab and scroll
to the bottom of the page to see their Approved employer relationships under the Employer

Information section.

My Bode with this My Stalus with
Employer » il this Emplayer » PFCOS  NPPES  PEPPER  CBR

Authorized Official  Pending Approval  YES YES TES YES
Tracking [d

= Cox Pharmacy
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How an Existing I&A User Responds to a Staff End Users (SEU) or Access Manager (AM) Invitation

Note: PINs included in the Staff End User Invitation will expire in 72 hours if not used.

1. The user should access their e-mail and look for e-mail Subject: You've been invited to register with
the Centers for Medicare and Medicaid Identity & Access System. An example of this e-mail is
available in step 8 of the How to Invite a Staff End User (SEU).

2. Inthe body of the e-mail the Staff End User should locate the web address provided after the text PIN
Entry Page: and copy and paste the web address in his/her Internet browser and select Enter.

3. The user is then navigated to the Terms and Conditions page where they should review and terms and
conditions. To continue, the user must select the Accept button.

4., The user is then directed to the Enter Pin page.
a. The user will enter the e-mail address where they received the Staff End User Invitation
b. Enter the PIN found in the body of the e-mail
c. And select the Submit button to continue

Enter PIN

* indicates required field(s)

*E-mail Address:

*PIN:

o )[R

5. On the Invited User page, the user will decide if he/she is new to I&A OR if he/she is already a
registered I&A user.
Important: The invited user must register or sign in under his/her own account, not the account of the
person who sent the invitation.
a. Users who have already registered will enter their User ID and Password and select the Sign In
button
b. Users who are new to I&A will select the Continue To Registration button

The steps that follow are for a user who has already registered in I&A and has a user ID
and password. The user will enter his/her User ID and Password and select the Sign In
button.
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6. The user will then log in and navigate to the My Profile tab and scroll to the bottom of the page to see
their Approved Staff End User status under the Employer Information section.

My Role with thin My Status with
Emiployer = ihle Eniplayer =

*| Cam Phanmacy gk hpsrlged Sificla Pending dppross TR TEE TEE E=

Emplaper = FECOS  WPPES  PEPPFR  CRE

7. Staff End User have the ability to cancel their initial Employer Role Request for their AO, AM and SEU
(This can only be canceled before the request is approved or being processed) as well as Disassociate
themselves from their current employer.
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How to Cancel an Employer Request

Employer Request can only be canceled before the request is approved or being processed.

Please follow the following steps to cancel an Employer Request:

Step 1:

Login to I&A and click on My Profile Tab. Scroll to bottom of page and click the + sign icon next to the employer
name (Status must be Pending Approval).

Scroll down and click on the button that says Cancel Employer Request.

Emplayer Infomaiion

Thd £ rmplayar Infermbtion takla dapliyd your eola el eEabes with 1ha |-l|||:|||l,l|-|-. il Ere EEessiated with, IF you are @
Individual providar, youd WET will ba litsd Bsiaw &l Bh aimpheyar with & fole of Authanieed cfMicial.

Sheove;

= &l Employers
Doy Approwed Employers
Omly Approwed amd Panding Eosphoyers
Omly Cancellad, Disasscciated, and Rejected Employars

Search By "Employer Name Search Chear
Hy Bole with this My Stalus with
Emploiyper Employer this Employar » PELCOS NPPES PEFPLR CHR
|."_.5 Einx Phdififacy Agthorized Official  Pending Approve YES YES YES YES
OEM: ==-===haan Tracking 1d
Madlisig Addraks AG1TII9]

5173 Swmerduck Rd

Sumorduck, VA, Z2F43- 1043
Unined SEaes

Phons Mumber: 5-40-347-9009
Fax Humber:

My E-madl

T T e
LR e r L oA

£ £ -mai Ausidrens |
Vipm {Har Wames|s| I
|
|

Wiew Lpinadid Dodumant s}

Vi hE'H 5

I Cangs! Enspriiryin fegquest ||
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Step 2:
Below, you can see the option to select “Yes” to cancel the Employer Request.

Identity & Access Management System |7 Ml
Hame . My Profile My Connaclions My Stall
My Profile = Canc#l Employer Begoest = afirmation and Raview
B AW o Bae ol wang b Cancal Ermployer feguest?
Yes ) B

The status with your Employer will be Cancelled.

= My Role with this My Status with
gl Fagiloger = this Employer «

I:I Cax Pharmaty Kuthorized Offcial Cancellsd TES ¥YEG TEE TES

PECOS  NPPFES FEPFER CBR

How to Cancel a Pending Employer Role Change Request

Employer Role Change Requests can only be canceled before the request is approved or being processed.

Follow the following steps to cancel your Employer Role Change Request:
Step 1:
Login to I&A and click on My Profile Tab. Scroll down to the Employer Information section.

In the example below, you will see in the user is an Approved Access Manager for Organizational Provider
AAG Org One and has submitted a Role Change Request to be an Authorized Official.

Select the + sign icon next to the employer name to expand the employer.

Hy Buks will i By Slil i el
*""“""" g e Gmpdayer v

[ R MEEE CEE

daimt s Lty |

R L N I T e e B T PR PR 1 -»—'\.--,.—l\.-\.u- P A el s i S A
Bl b el WP ral Ibl—u.n‘hlﬂ'llll.-'.-ﬂr'l'l S ||ar-q_.-|.-q.--- e sryed ey b asleea b a Py s e
sl o B
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Step 2:

Select the Cancel Pending Role Change Request button to cancel the Role Change Request that is Pending
Approval.

Step 3:

Confirm you wish to Cancel your pending Role Change Request be selecting “Yes” .

Identity & Access Management System 7l Help
Hame ey Prralila My Connections iy Srall
My Prolile »= Cancel Role Change Reguest » Confirmation ancd
ki Arn you seos you. wish ta cancel panding ok Changs reguet?
Yos 4 |

You will then see that your Role Change Request no longer exists and your Role and Status with your Employer is
unchanged

My Hole with this My Stalus with

Employer = Employar v this Employar PECOS NPFES FEFPFLR CBR
[®] con prarma: T Access Manager A pproyeed YES YES YES TES
%] castambar Rabesss Accass Maniger Appraved YES YES WES YES

How to Disassociate from Your Employer

You can Disassociate yourself from an Employer if your status with the Employer is Approved and you are not an
Individual Provider trying to disassociate yourself from your own Individual Provider Organization.

In the example below, you will see Individual Provider John Doe’s Employer Information.
He is currently an approved employee of:

a. Organizational Provider Cox Pharmacy
b. Individual Provider Doe, John — his own IP org
c. Individual Provider Trussell, Jack

And is Pending Approval for Organizational Provider American Pharmacy

By Witk dillh This. My Slales wilhi

Empheyer - £k T Kl Emm L (L EE1H HMPPES PEPPEIR DR
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John Doe can disassociate himself from Cox Pharmacy and Individual Provider Jack Trussell. When these two
Employers are expanded, the Disassociate From Employer button will only be is visible/available.

My Rola with thic My Stabes with

S iy Employar this Employer v VECOS  WPPES  PEPPER  CBR
[l american Pharmacy Authorized Officlal  Ponding Approval  TES TES YES TES
Tracking Id
&elG01120
E| Cox Pharrmeacy Autharized Official  Approwvesd YES YES YES VES

ElM: ==-==20033

HMailindg Address:

S170 Sumerduck Rd

Sumanduck, V&, 227422043
Uinited States

Paore Number; 540-347-0200
Fas Humler

My E-iwadl)

ahi/, 2 Bmtall
J Edit E-mail Address "
Mucify Employe: Information |
Vimw Authorized Officiss) |
|
|
|
|
|

Vit Asoess Masih gii(s)
View Offr Namsesis}
Wi Uphoaadad Dooamentis)
Viaw HF (k)
Disassaciate From Employsr

¥ nas. 18hn Authorized Officlal  Approved TES YES YES TES

Bl mrusssil, 1ack Stafl End Uiser Approved O YES O NO

MPL: 1447 732358
Failimg Addross:

715 W Holly Ave
'E'I.Erlillg. WE, 200644821
Uritted States

Phome Nurmber-

Fax Mumber:

My E-mail-

Jghg fioeemgil com

E0i E-mal ADOTas |
Reguesi sl Changs |
 View Other Names{s) |

|
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However, John Doe cannot disassociate himself from his own Individual Provider Organization or American
Pharmacy (since he is not currently Approved as an employee). If you expand either one of those two
Employers, you will not see a Disassociated From Employer button.

Follow the following steps to disassociate yourself from Your employer:

Step 1:

Login to I&A and click on My Profile Tab. Scroll to bottom of page and click the + sign icon next to the employer
name (Status must be Approved). Scroll down and click on the button that says Disassociate From Employer.

My Wole with thls By Stabus with

Employar v [ mployer = this I mployer = PECOS HPPES FEPPER CHE
(4] amarican Pharms: i Aubhecitmd GMfaal YES VES T TS
¥ Cow Phsrmacy Authirited BMS0al  ApDIoYvEs VES ViEE TES ES
+: Dew . Jolbes LT T ] e | ARyl TES ES TES TES
E Tresssdl, lack it End Linsar Approsrmed hel S i [5Tn]

MHPLT 467722 s
-ﬂ"rl'll.l A b
P LA W Holhy Ao

Fhiomes Mumibar

Fas Huiieber
My [ minll

L il L madl Adzimey

Hesquignl Hely i harge

Wira (e Haman )

Wi Uppiastad Dusormse|s)

Cancal Fendisg Rele Tharges Reguest |

Dt naiasabn F roam Eimgdopii

Step 2:
Confirm you wish to Disassociate your pending Role Change Request be selecting “Yes”

Identity & Access Management System (T Help
Hombe My Profile My Connections My Staff
My Profile » Disassociate Emplover = Confirmatbion and Review « Back bo Previcus Pege

i Are yos sure pou want bo dissssociste from your Employer?

= ' | [ [ ]
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The status with your Employer will be Disassociated, and you will no longer have Provider access via the
employer relationship.

Employar Informatios

Theg Ermplager Toboremilan Lvls dapdays pesi rofe ed flilus wih TFg poplapeis v are aried iled wilk [T pe pe 5
Enliwidedd prowkdr, yaer AP Wil 58 BaEd bekoy 80 A6 STpkaar SN a8 ek of Asthannsd O

SHydrrm
AN A R T
by Appriveid Employers
by dgprovod moed Pessilng & mpkspers
T by bl il Dol i Dol vl Mo Bl | sigilingieis
saarrh My * Fsplopsr Mam e Laarch Chear
Hols with Sty mih
Fmployer = e g b Employpar = PECON  WRRER  PERRER Cai
B Ao midemaiey BiAbetind EIMCLal  Pisalial Mg oial RS Y LY Y
Tosckirss 10
AL BILLIY
E' o Pharmacy Basthewrived Offeipl 8 ppeieeepd s i 8- L Tk
% Cwn. ol damtarirad DFC] ATyl Y G FE we
El Tramssll, Fack 2% Erd L Ceaanwrratad O VIS 0 L]

How to Retrieve Forgotten User ID when logging into PECOS

1. From the PECOS logon page the user selects Forgot User ID? Hyperlink. The user is then redirected to
the I&A Retrieve Forgotten User ID - Information page.

! IMPORTANT:

NPPLS data is wpdated 1o PECOS persodically throughout the day. If you have recently created your NPPES User 1D and
Password, or changed any data, please allow couple of hours 1o one day for your login changes to take effect.

PECOS supports the Medicare Provider and Suppler enrciment process by alowing regiatersd users io securely and slectronzaly submi
and manage Uedaare enrolment nformation

New to PECOST View our yideos ot the bottom of tha page

USER LOGIN BECOME A REGISTERED USER
You may use your NFPES or PECOS username and password Wou may regaler for & user sccount if you are an individual
o login Pracitioner, Authorzed or Delegated Official for a Provider or
Suppler Qroganization, of an ndividusl who works on behall of
" User ID Providers or Suppliers.
Begaier for o yger accoynt
* Password
7 Learn mor f ng
Note: H you are 8 Medical Provider of Suppler, you mus! fegiater for
m_]jﬂ_g before enroling with Medacane
Eorgot Pasaworg? S
Eorgol User D7
ManageUpdate User Profie S
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2. On the Retrieve Forgotten User ID - Information page, the user enters his/her e-mail address and
selects the Continue button.

Redieve Forgotted User T0 - Tnloreiation

i Motes vow hava Tee oplons. for retnave your L 1D

l. T hwvsw poawr Lmer 1D 5 maled o gy, enbar om 8-mal ackiope smociskad with yoor socoamk
T To harew ypoaw Ueer 10 mmsdisisly dapleysd in pou, anfsr the Usse Inlormration sssccisisd with poae sccoank

ol yoru chodee b receve yoor Une [0 by s-muel @nd de ned iediere the smul wnithan 38 oo, plaiss netum B0 the pags and
e [he USe® [ndirislasn diftsaled i piud SCOmunl

* i aivn recpared Beldi e}

E-madl Inlormotian OR  User Infarmation

¢ F-madl Address: # feoeciad Becuriny Mumibes [Estor Lest 4 Digits);

¥ aite ol idrith;

N Syt

¥ Firsf Same:
¥ Lmnd Mame:
¥ PFervonal Fhane Sumber:

* lme FIFY Postsl Code:
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3. In this example, the user enters the incorrect e-mail address and receives an error message stating
“The e-mail address is not associated with a User ID.” The user attempts to enter a different e-mail
address and selects the Continue button.

Retmeve Fargotten User 1D - Inlormmation

T = sl acidress i ol spsocabed wilh @ Uner B0

% Mothe: You hawe tmn opbora Inr reinereeng your Liger 1D

L. To have your Usisr [D & malad Bo o, ankerd an eondl 580 miotusled mth yiar accourl
3. To hared your Uner [0 averepoien pedy desplayed 0 yos, enber the Uesr Informabon assooabed with your aooount

If wou cheosa in recesys your Liser D by &l and do ned recose the a-mad witfan 74 heoars, plaass reham o the page acd
arid Thes Ll 10 Foema Do s sncidiad sith o @000

& gydeC alad Fcperesd Faakil's

E-mua Tl ornma s DR Liser Tl asmatssn
" E-sdl Address: ¥ Saerial Bacurity Hembier [Enter Last 4 Digits):
WhitreySemaslcom
¥ Date of Blth
ot ] Bas (RDOY )

® Firul Mamn;
¥ Lawt Mame:
¥ Peasonad PFRondag Rumibser

¥ Hosma LI Postal Coder

4. The user tries two additional times to enter the correct e-mail address associated with his/her
account and after the third attempt when the user selects the Continue button the user receives an
error message stating “You have entered an invalid e-mail address three times. Please enter the User
Information below associated with your account to continue.”

Note: Continue button under the E-mail Information heading is disabled and the user is forced to
complete the User Information fields.

The user enters the personal information collected in the User Information fields and selects the
Continue button.
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 Bech 1y Pryvrous Pics
|“ Vel Poired STLORR B Wvaabed - m OSRGOS T N L EnToreay e Dadie S bt wilh O SO0 08
LWLl

.l'_i] HrDs Wil Pl Teed Gitasd (s i reiare] yoeod Lk 10

be Wi Maiwd il LY [T - Waldadd A0 iah, SRCH BN W0 BRI 3ROCLINEH] With jisd SO
3, To haee your Ve T mmsadanialy dapiaped o yoi, snier the Ugesr Informarten sssoeoated mich yoas Booosani

IF yeu chaoms Bo recans your Lssr D by &-msd and do ned recenes tha s-mul withan 4 fasam, plssas resum b B pogs sl
aniet B Lissr Informsbon oo isd with o scoomnk

5 abcabes reqaed feid]s)

I -meail Informastson R User Infonmation

® E-mall Adidress: n Al Socuily der [ Collind Lokl A Celgits

= Date of Dih:
[I Eotl [MORERD YY)

= s Manie
® LA Mais
T P sarial Phane Mol

* g 1P Postal Code:

5. Onthe Retrieve Forgotten User ID - Confirmation page, the user ID associated with the user’s account
is displayed. The user must copy/make note of their user ID and select the Continue to Change
Password button.

Retrieve Forgotten User ID - Confirmation

J,'f"‘_ The User ID associated with this account is: whitneystave

Continue to Change F"asswurd’
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6. On the Reset Password page, the user is prompted to enter a new password and select the Reset
button The Password Compliance section of the Reset Password page will aid you in creating your new

password. When the compliance is met, you will see a green checkmark next to the compliance.
When the compliance is not met, you will see a red X.

CCMSS Centers for Medicare & Medicaid Services

Identity & Access Management System (T} alp

* jruBicalen regueed fHisld!s]

Ploass enter a new password, and the new password again for werification:

¥ Hew Passveord: Pasvword Complipmos:

Musr bas AfTarant from your préssliod & paldwonds
Passecrds may ondy b chargid onos ewery 34 hours
MU bet 8-12 alphanamandc CharsChers
Muss conlain a8 least ore lether
Must confain o leas orse numspr

* Candbrms Mew Fassword

Munt canlain o leass crsd vaiil specual charscier

EEEEES

Mufil fsl CHALEG S5y fiviEnd ipeaal chEarsilerd
Mull Rl S1art sith furfene Cdd 3ohire
MUEE a3 COACSN Uil FepEaDig {Rlf3Cars

Miust not contaun first nama or RSt nama

Must not b the same a5 tha Liser 1D
Mew Pasoword misst maktch Confem Noa Pas peoed

EXEKE

01/20/2026 87



Identity & Access System Quick Reference Guide

Be sure to view the list of valid special characters by hovering your cursor over “valid special character”

CCMS Centers for Medicare & Medicaid Services iamstnspnehaiol san o

]

Identity & Access Management System

1 Fiply

Te=Te8 Hy Frcdde Hey Cpneadi sarm oy iaF

" rdarwinn reuored faisily

Fhrgsre rules gy peerea ] passweanl, @ ness parsewnrd s e s passseedl ggais lee predn alios

| i rear Padaeraad Fadamed id 4 o i e R
Hunt 20 dFarart oo paw B
- ¥p B
H [ & rharaiees
* Piree Bl o
H
H
* Lol Frwe Passserd "
H
H
H

7. Once the user selects the Reset button on the Reset Password page the user is taken to the Reset

Forgotten Password - Confirmation page. The user will select the Continue to Login Page button
access the 1&A logon screen.

Reset Forgotten Password - Confirmation

/ ' Your password has been reset.
)

Continue to Login Page }

a. Note: The user will also receive an e-mail notification confirming that the password on the user’s
account has been changed. See an example e-mail below

From: donotreply@cms.gov
To: whitney.stevenson@email.test
Subject: Password Change Notification
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This is to inform you the password on your account whitneysteve was
recently reset. 1If you did not reset your password, please contact the
External User Services (EUS) Help Desk immediately.

e Onthe I&A login page the user will enter his/her user ID and newly reset password and select the Sign

In button.

CCMS Centers for Medicare & Medicaid Services

TREntay B ACOSEE MERSETRENT Syatam I

1Pae sl B ol ol Brmrin

i iy Fama et T oo HE N e el o 0 sl R e B ol B oty
meldrea L Flesse 1w

Bl il b

g= bt ey B e e Him gy pmirm (0 gosy e mers Fotr i e
darvend e L boesgioney ruee Lo s Ga sl evied e Lo Bl r Im B beeraey T Lain bay Dabbeing gl W
bus T Ty e m—ay o T wreer © pem g i el - i e e e e (e ks e

S 1 U s vl 1 e 8 e T et s s,
win ey =il | iy B ALy Ham e e
* FTRLME I el N ppimm vy pgem prioma iy Rl BT R, P3O gui JUR
* Ly AN i ke T SR G J BINEE 18 BTN SRR
IR | - s el e S GE L L A
Fopildas e P v
* Pl » mppging Lege miwrwabee o
« eigpiing prerg rtarm
L - e e

TR R T

£ ::Ecns :..I,,...._..-.-..._,...-

TP T E——

g2 NPPES ~—-onoem™

ww | LN

CBR ===

P S R omm gl SEE

E] Comre b o i b ﬂ [YLFSSARR SN N TR r
L N o . L 1] ey | N T R 18 RS FEn L - b

P Sl e bt M Bi" ed AP’ sl P #]
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8. Since this user has previously logged in to their I&A account he/she will be taken directly to their I&A
Home page.

(HEM‘E Certers for Medicare & Medicaid Services  [ammi R s oo D=

et o el i A -

idantity & Accoss Menagemamnt Sysbam

simip

(L sy peniie My LT s oy et
ihinie
T M Cmnad I
- - - w10 ar bu ] L T DU - T
T TRl -
|. alld ]
R P o s B BT
“harm aw ia = - a -
3 . = = BT ] il h =
- L - - "L
- "
a awd
Foravbibat LT i
il aan #1
rorere, L Faes B
SmiiicL1 ek i CEalin Bl Hape | il o] R ]
e o
Fa et B
™
§ fomsl Pesdewy Sarogates wurai om MLy Bmwpardg
Friom aer Srbonkis s mr Srpmrsead mrm b are aniorey Fe e amdbesion Pees
pamg L B u LE,  t 1 =
e i & L a =
————r Yo Commpriam
bk fa gl
g mgEiE s ide
" Fack Pkl | ey
LR R )

mimasd | Agpe A e Fupi 1 Wl Seinaed

9. Once the user is finished in his/her I&A account the user can logout using the Sign Out hyperlink in the
top right hand corner of the screen.

CCMSS Centers for Medicare & Medicaid Services  Lriimm sy | s o

Identity & Access Management System

Hareran ¥y Frotia

Hiaajne

e The user can now take their user ID and newly reset password and login to NPPES, PECOS, PEPPER,
and CBR.
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How to Reset a Forgotten Password For a User Who Has Not Completed His/Her User Information
Security Check when logging into PECOS

e From the PECOS login page the user selects Forgot Password? Hyperlink. The user is then redirected
to the I&A Reset Forgotten Password - User ID page.

! IMPORTANT:

NPPES data is updated to PECOS periodically throughout the day. If you have recently created your NPPES User ID and
Password, or changed any data, please allow couple of hours to one day for your login changes 1o take effect.

PECOS supports the Madicans Provider and Suppler enngliment process by alowing registersd users (o setunely and shscironicaly subm
and manage Medicars anrolment infonmation

Hew to PECOST View our videos at the bottom of this page

USER LOGIN BECOME A REGISTERED USER
iou may use your HFPES or PECOS wsername and password od may regasler for & user account if you are: an individual
1o login Practtoner, Authorized or Delegated Official for a Provider or
Euppbercrga'uzr.-:n or an indrvidual who works on behalf of
" UseriD Providers or Suppliers
r for f L1l
* Passwaord
fiona? Learn mor 14 fEring for an Jaf

Mote: I you aré a ledical Provider of Suppler, you must register for

LOG IN .I an Ny 1 before enroling with Medicara

H” P, wr‘-@]

Forgod Liger IC >
Usnacatipdate User Profist

1. Onthe Reset Forgotten Password - User ID page, the user enters his/her user ID and selects the
Continue button.

Reset Forgotten Password - User ID

* Iindicates required field(s)

* User ID:

E] Retrieve Forgotten User ID
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2. On the Reset Forgotten Password - Challenge Information page, the user attempts to enter his/her
Security Questions and selects the Continue button.

Reset Forgoiten Password - Challenge Information

i Hole: To Fressd your peisrwerd you will esd o meocembhully compleis ona ol the Toliowng Bve cpbors

1. Comelthy Sndwil hiee SeCunby JUETi0NE 358008 bid s Vol SO0l
2. Eribar DFsa Uksid Informisten gisodisled wih youd becount

I yora chomss Opion 1, and ane unable o Comectly anawer thres of The Seounny QU Doos et with yRe ot

ey wall b idierind RO o e DD 2 aiell Coevaclhy @nied el U informalan aitodidled walf yoiF 300t iderd
Eang diowed o reidat your pakieoed

* welafen recpored Bl

S auprily CHpeEsteees O ser Tinbormatiosm

W iy et lion 10 * Saaiol Secodty Humbar (Lnber Lasl & Chigits):
Whal Wik e nims of your feik padr

¥ .
*fSecurily Qeersbion 7: h.n?:fwgﬂ::w'-
‘Wha tsughe the clagy you remssmbagr moat S !
BOrel P
¥ First Rama:

iy e tien 3

What = your Fneciks seaioh ol Pe paa?

* Lawl Nama:c
B mersonal Pl Mamben

F Homa FIF} Posinl Cosle:

3. In this example, the user incorrectly answers the Security Questions and receives an error message
stating “One or more Answers are incorrect. The security questions may have changed. Please input
the correct answers. You will be required to enter the User Information associated with the account
after 3 incorrect attempts.” The user attempts to enter his/her Security Questions and selects the
Continue button.
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LU Orsd B¢ Saed ARDUEE are Poodrecl. Thi Sacieily Quashsns May Mave changed. Plaascs ansr tha EoMeST SADwers. Yo vl
b reguered to enber the User Information associated with the scoount after ¥ mcormect attempts,

" indicates reguired fekd{s)

Security Questions O User Information

*Security Question 1: * Sncial Secwrdty Number { Enter Last 4 Digits):
wWhat yaar dd you graduates from high school?

* Date of Rirth:
PLecurity Question 3: Ex (R DDATY Y
What i voor favonte movia? . : ¥

*Security Question 3: " First Mamae:
What s your fathar's middie name?

® Ll Name;

& parsonnd Phane Mambar:

¥ Home FIP) Postal Code:

4. The user attempts to correctly answer the Security Questions two additional times and after the third
attempt when the user selects the Continue button the user receives an error message stating “You
have incorrectly answered your security questions three times. Your account has been locked. Please
enter the User Information associated with your account to unlock the account and reset your
password. After three unsuccessful attempts to correctly enter your User Information you
will be required to contact EUS to unlock your account.”

Note: Continue button under the Security Questions heading is disabled and the user is forced to
complete the User Information fields.
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The user enters the personal information collected in the User Information fields and selects the
Continue button.

i Wi have mcormectly sewered your secunty quesbons three b, Your soopunt has been kocked. Plesse enter the User
Inforsation sssecited with your saccount b0 wnlock the account ared resel your password. After thres unsucoess ful
attempts to correctly enber your User Information you will be regured to contact BUS to unlock your account.

® il pbed fadpardd Rakdls)

Secunly Questions R User Information

¥ Bocarity Guasthon 11 ¥ Sperinl Secwrity Mumbsr (Enter Lact 4 Dlgite ]
What sira shoa g8 ol sear? : . |

" ate of Rirth:

" Secarity Question 7 Ex: (MM/DOMTYYY)

What s your Fxeoribe move?

"sw—-hr' ety Qs o 5 * Firal M
What i opour FPathar's mudds na=a? e e

" Last Mamye:

CaniHiftiii u

* Personal Phone Humbiens

* Homse FIPS Postal Coda:
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5. On the Reset Password page, the user is prompted to enter a new password and select the Reset button.

CCMS Centers for Medicare & Medicaid Services

Identity & Access Managemeant System (7} vl

Ploads enter a new password, and the new password again for verification:

¥ Niew Password: Pavewnrd Compllamoe:
Must b diffarant from your prismod & paEswonds
" Passwords may ondy be chared onoe every T4 hoors
B Must be &-12 aiphansmenc charscbers
® Caondbrnn Maw s sword B Must contain af least ore lefber
B Must confain af lsas e numer
B Musk &2 & lpand s walil speiual characher
H Muilr TLdar Sy afnviEind Gpeial Charsiled
M Mull fol ST with fumei Chaiachers
B Musl not contain three repeabng characiars
B Must nob contain first nama or B nama
B Must not ba tha same a3 tha Lisar 1D
B New Pasewond most mabch Conferrm Now Pasoweed

6. Once the user selects the Reset button on the Reset Password page the user is taken to the Reset

Forgotten Password - Confirmation page. The user will select the Continue to Login Page button access
the I&A logon screen.

Reset Forgotten Password - Confirmation

i Your password has been reset.
AR

Continue to Login Page ’

Note: The user will also receive an e-mail notification confirming that the password on the user’s
account has been changed. See an example e-mail below
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From: donotreply@cms.gov
To: NOT-CONVERTED-TESTUSER
Subject: Password Change Notification

This is to inform you the password on your account TESTUSER was recently

Services (EUS) Help Desk immediately.

reset. If you did not reset your password, please contact the External User

7. On the I&A logon page the user will enter his/her user ID and newly reset password and select the

Sign In button.

(-"IEM S Centers for Medicare & Medicaid Services

Identity & Access Management System

Ll Hedp

duthorred users are abla bo sign in 1o the [dengity & dccess Hanagemend Bpsiem. IF your pem a new weer you must fired pegisi

Sigpi i e acoount bi acoess multigle systems

! indecales requised Nekd{s) Craste ona scocund with the ldentity & Accsss Managemant
Syilam S Manedd J00eEE 10 NPFES, FELLDS, 558 EHE InCEfly i
® User ID: .
presprams. manage sk, and authorise others b JoCesE Four

information, EEES TSN T "

' Pawvwerord:

L 1Rin wyslem 1o regster for

S I ' i::. E cn S Hadians & ugdate Four

curmend enrcilment iod ko

Aegister bO reibvis EHH
. . P if incantve payrmssnty Por sligebiln
- E— m professionats end hosphals chat
Tl Enber yolir FIM -3 sdopt. implamant s upgrada
of devssrdirals maaninglul uis
mith gertilied EHE technodagy

[ J _
e Uise this sysberm 1o apply Tor

and gu hatseral Prowidan
[Sentifers [MPLs]

Aomrnk e d e D= e e

Quich Heleromoe Guide = Frequently Asked Questions
By pretew ol lesinres and ook Anvwers (o onmnenn s inns shoat reglatration, sshis
Iz nuansgs pour aoraanl should regewler, amul hoeee Lo mamags yoaur
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8. Before the user is able to access his/her I& A Home page the user must complete the User Information
Integrity Check. On User Information Integrity Check - Notice page, the user will select the Continue
to Start button to continue.

Note: In this example, this is the first time the user has logged into his/her I&A account so the user
has not completed the User Information Integrity Check. If the user has previously logged in to
his/her 1&A account the user will be taken directly to their Home page.

User Indogrmaieon Inlegriy Check

T FYEERL. B hiAE SHEmED O OF OPE AR W p et BOemenT tham will ]
& Afiemeie) Saien mel e o Tk The ndiedd Chuaraded. Th Dhdeded oy make
reeplple Dy proteid. Thaok phu faf oor pabends @i we bPng yoor stoount ub 16 dile

9. On the User Information Integrity Check - E-mail page the user must enter a unique e-mail address.
After the user enters their e-mail address the user will select the Continue button.

User Information Integrity Check - E-mail

Step 1
E-mail

{;D Your socouent dost not have & prmary &-mil sddresds, Plesds anter the a-mail address that should be used to coMaet you
regarding your user account. This primary e-mail address must be an e-mail address that is unigue to you (ne other user in the
I8 systern can have the same &-mail address), and will be the &-mail address used bo contact you regarding yowr user
account. Once you have sntered vour prmary a-mail address, select "Continua”,

* indwcates required held{s)

* E-mail Address:

* Confirm E-mail Address:

10. On the User Information Integrity Check - Profile page the user must complete all required fields.
Once completed, the user will select the Continue button. Note that if the user is an Individual
Provider with an Active Type 1 NPI, the user will not be able to modify the information on the left side
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of the screen because it is on the user's NPI. If the information on the left side needs to be modified,
the user should complete this process and then login to NPPES to correct the information on his/her
NPI. The information will then be updated in I&A automatically.

Seep 1V Ds:.pz
E-mail Profile

(D) Vour Brofile is not complete. Plaase fill il the required Relds.

Plaase provide the details below. They will be used ta verify your identity.

* indicates reguired feld{s)

* First Mamae: * Businerss Phons Numbed:
Hiddle Mame: Fax Number:

* Last Mame: * Personal Phone Mumber:
suffin * Home Address Line 11

'_ I_M‘h of B_il‘hl:_. MDD Y Y YY) L 71

¥ SEN: . * City:

| At

Primairy E-mail Addreis: . pv

DFGR e mailtest United States -

* State/ Province/ Termitory:
SE - Select One -

* Postal [ZIP Code:

|
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11. After the user completes Step 1 - E-mail and Step 2 - Profile, the user is taken to Final Complete. On
the User Information Integrity Check - Complete page the user will select the Continue to home Page
button to access their Home tab.

L e iy Ty F] i
e Ty ks LR T | P

1 i g iy 1 g i, s i bty 4wt s

12. From the user’s Home tab they can see if there are any Pending Provider or Surrogate requests. The
user will also be able to navigate to other tabs available to them depending on the role of their
account (i.e., Authorized Official, Access Manager, or Staff End User).

Home My Profile My Connections My Staff
Home
My Pending Connections

These are Pending Connection requests that have been sant to you or your organazaticn and
rEquUIre your schan o agprose ar rejec.

Total Pending Providers: 0

Total Pending Surrogabes: 0

13. Once the user is finished in his/her I&A account the user can logout using the Sign Out hyperlink in the
top right hand corner of the screen.

CCMSS Centers for Medicare & Medicaid Services 12224 maerteve_sn o

Identity & Access Management System 7 kg

tiama "y Frafile My Consedliong. My Saali

Homee

e The user can now take their user ID and newly reset password and login to NPPES, PECOS, PEPPER,
and CBR.
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How to Upload Documents

The Add a Document button can be found on the following pages:

a. Add Employer Confirmation and Review page
i. Displays at the end of the Add Employer process
ii. Displays when the Tracking ID of a Pending Employer Request is selected on the My

Profile tab in the Employer Information section
b. Add Provider page
i. Displays at the end of the Add Provider Process when the Provider is an Individual
Provider
c. Connection Details page
i. Displays when a surrogacy connection is in a Pending Status and your employer
imitated the surrogacy connection to an Individual Provider

1. Select the Browse button to search for your file

Identity & Access Management System 7] Help

Upload New Document

Maxirum size of fils thed can be upfoaded s 10 MB
Typa of documents that can ba uplesded should ke forratted POF. GIF. or JPEG files

* indeeitad feguired Faldda)

* File

Browss.. |

Wit

=i ad IO A
L Sy Seiwct Dooument Tioe W

2. Navigate to your file and select the file
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-

& Choose File to Upload

@U'H; b Computer » O5(C) »

Organize -

J’J Music
=/ Pictures
gﬂ Subversion

B videos

Mew folder

#4) Homegroup

Lol Computer
& 05

‘?! Metwark

File name:

- | 43 || Search 05 (C)

-

m

-

=y Ol @

Mame

) 281

) 29.2 2016 Release 2
J 29.3 2016 Release 3
) 294

) AdwCleaner

| apps

. BacklLog

. CCB stuff

, CMS

| common
4 [ 3

- | AllFiles ()

|

7

Open ] ’ Cancel ]

3. Identify what Type of Document you are uploading

01/20/2026

101




Identity & Access System Quick Reference Guide

Identity & Access Managemant System [T} melp

Upload New Docomenk

Maocenum size of file that can be wplosded i3 16 M3,

Type of documsents that can be wplosded should ba fermatted PDF. GIF. or JFEG fles.

® iredizaban reguorad Tald(s]

* Fillei | =T |

Document Managemeant:
You can upload, view, and delete documents. You can also view, edit, and modify comments related to the uploaded

documents.

[*] More information about Uploaded Documants

1 of the total required 1 documents for completion have been uploaded.

File Name Document Type Comments Date Added Actions
all_HHSLogo.gif CP575 copy of companias 01/06/2017 \ F ﬂ
CP575 S

Add a Document |

4. Once your document is successfully uploaded, you have the ability to -« View the uploaded

document, __.)_ add a comment associated with the uploaded document, or ﬂ delete the uploaded
document or comment, as long as, the request is in a Pending or Rejected status.
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5. Selecting the . 1'_ ICON will bring up the Add Document Comment page.

(EM &S Centers for Medicare & Medicaid Services — Lomred I as bk s o ¥

sk ‘Logagesd o 02/ 177200 T L FTPH

Ldantity & Access Management Systam [Z] Help

Add Document Comment

My Enter Commant balow snd Sebict Submit b Add Hhae Commant.

File Nama Decumant Typs Commesnis Diats Added
All_HHSLog.gi craTs oLSeRI 01T
Cosmmamt:

Once the comment is added you will see in the Comments column

File Name Document Type Comments Date Added Actions
All_HHSLogo.gif CP575 copy of companies 01/06/2017 » 'I]'
S
CP575

2nd comment about

the CPS75
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You have the ability to Delete uploaded documents while the request is Pending or after it has been Rejected

Identity & Access Management Systbam Pl iHalp
Delete Docuwment
iy Sglart Subenit o Dalete tha Documant Ligbed Balai.

File Mame e wimsent Typs Coammants Date Added

akrincertivalaga X oapg CS0at O1/06 3017
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Examples - Common Connection/Surrogate Scenarios

Providers can grant access to employees and/or surrogates to manage and access their information in any (or
all) of the following systems:

e NPPES

e PECOS

e PEPPER
e CBR

Example #1: Individual Provider approves Group Practice to manage his information

L Brian Johnson

5l [Aanhorized Official)
el f}."l':'“
! CIONNECTION y. o
}L’, ¥Ey: — U Alex
EMPLOYER

[Staf)

k £
John Smith Health Group Iﬂf.'%\‘
{indsdusl] Prenddise) Tﬂm

TR raticral Provider]
i eadr)
John Smith (Individual Provider) is part of a group practice Health Group Inc. (Organizational Provider). Brian
Johnson is the Authorized Official for Health Group Inc. Tom and Alex (Staff) are both credentialing specialists
that work for Health Group Inc. John has made business arrangements with Health Group Inc. to manage his
enrollment information within PECOS and his information in NPPES.

Assumption: Health Group Inc. is already found in I&A and already has an NPI. Brian, Tom, and Alex are already
established with their respective roles in I&A. John already has an NPI.

Brian Johnson (AO for Health Group Inc.):

1. Logsinto I&A;

2. Goes to My Connections, and selects Find Provider, under Health Group Inc.;
3. Searches for John Smith by his NPI;

e Selects him and then the PECOS and NPPES business functions; and

4. Confirms the connection request.

John Smith (Individual Provider):

5. John Smith receives notification of the requested connection.

6. Logsinto I&A;

7. Seesthe pending request from the group to add him on both the Home page and in the list of
connections on the My Connections page;

8. John approves the request;

9. John receives notification of approved connection request;

10. Health Group Inc. receives notification of approved connection request.
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These steps establish the connection (surrogacy relationship) between John Smith and Health Group Inc. - which
allows any member of Health Group Inc.'s staff (i.e., Brian, Tom, or Alex) to access information for John Smith. If
Health Group Inc. had established an Access Manager they could also initiate the connection request.
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Example #2: Organizational Provider hires 3™ Party Organization to manage their enrollments

Health Product Store
|Ceg anicationad Prossser |
Billimg Madical

|3 Party Cwganization)

A Jack Lee
CONMECTION W s [Aunthorined CHflclal]
[
— o
[ ‘m‘ Tam
(St}

Jane Foster
[Authorined CHicial) Health
Product Store (Organizational Provider) has made business arrangements with a 3™ party consulting company,
Billing Medical (3" Party Organization) to manage their enroliment information in PECOS. Jane Foster is the
Authorized Official of Health Product Store, Jack Lee is the Authorized Official of Billing Medical, and Tom (Staff)

is a credentialing specialist that works for Billing Medical.

Assumption: Health Product Store already has an NPI, Billing Medical is already established in I&A, and Jane,
Jack, and John are setup with their respective roles.

Jack Lee (Authorized Official of Billing Medical):

Logs in to 1&A;

Goes to My Connections, and selects Find Provider, under Billing Medical.;
Searches for Health Product Store by its NPI;

Selects Health Product Store and then the PECOS business function; and
Confirms the connection request.

vk wn e

Jane Foster (Authorized Official of Health Product Store):

6. Health Product Store Authorized Official receives notification of the requested connection.

7. Logsinto I&A;

8. Sees the pending request on both the Home page and in the list of connections on the My
Connections page;

9. Jane approves the request;

10. Jane receives notification of approved connection request;

11. Billing Medical receives notification of approved connection request.

These steps establish the connection (surrogacy relationship) between Health Product Store and Billing Medical -
which allows any member of Billing Medical’s Staff to access information for Health Product Store. If Billing
Medical had established an Access Manager they could also initiate the connection request.
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Example #3: Group Practice hires 3rd Party Organization to manage their information

Group Practice hires 3rd Party Consulting Organization to manage their information for itself, AND all the
Individual Providers who have already connected to it. In this example, the Organizational Provider is only
granting access to their information PECOS, however; the same can be applied to NPPES.

Billimg Medical

§ Brian Smith [ Party Qiganigation]

fiythoriped Cificial

q.-l:"

= AL

e L
ol

EMPLOIYE E h Alex

seaffy

h@ COMMNECTION

lack Lea

fhutorined CHEisl

Providers
|ndividisal Prosdoers)

Health Group Inc.

{Organdraticnal Prowider]

| Saafi]
Health Group Inc. (Organizational Provider) has made business arrangements with a 3™ party consulting
company, Billing Medical (3™ Party Organization) to manage their enroliment information in PECOS, and the
enrollment information for all their Individual Providers who have previously connected to Health Group Inc.
Brian Smith is the Authorized Official for Health Group and Alex (Staff) is the office manager. Jack Lee is the
Authorized Official for Billing Medical, and Tom (Staff) is already a member of the Staff on Billing Medical, and
will be the only person working on information for Health Group or any of its Providers.

Assumption: Health Group Inc. already has an NPI, Billing Medical is already established in I&A, and both Brian
and Tom are setup with their respective role, Individual Providers have established connections with Health
Group Inc.

Brian (Authorized Official):
1. Logsinto I&A;
2. Goes to My Staff, and selects Add Staff;
3. Enters Tom’s name and e-mail address;
4. Submits the request.

Tom (Staff of 3" Party Organization):

Receives an e-mail requesting that he register as a staff for Health Group Inc.;

Selects the link from the e-mail;

Enters his e-mail address and the PIN provided in the e-mail;

Since Tom is already a registered user in I&A he log’s in and finalizes the registration.

9. Upon successful registration Tom will now see he is a Staff member for Health Group Inc.

PN w

These steps establish the connection (surrogacy relationship) between Health Group Inc. and Billing Medical via
Tom, a member of Billing Medical’s staff. Tom from Billing Medical can now access information for Health
Group Inc., AND all of the Individual Providers who have previously approved connections between themselves
and Health Group Inc.

IMPORTANT NOTE: If Health Group Inc. creates a CONNECTION to Billing Medical rather than making an
individual of Billing Medical’s Staff a member of their staff, Billing Medical’s Staff would only have access to the
PECOS information for Health Group Inc., NOT any of the Individual Providers who previously authorized Health
Group Inc. to work on their behalf.
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Example #4: Individual Provider adds Office Manager granting access to manage his information

ffr=——rr=——i 9
[MPLOYER Sara
1=alf)

Joe Brown

[rdividual Prisadar]
Joe Brown (Individual Provider) has a private practice JB Medical Clinic. Sarah Douglas is Joe Brown’s office
manager and will be managing his enrollment information within PECOS and information in NPPES.

Assumption: Joe Brown already has an NPI and is already established in I&A.

Joe Brown (Individual Provider):
1. Logsinto I&A;
2. Goes to My Staff, and selects Add Staff;
3. Enters Sarah’s name and e-mail address;
e Selects Sarah’s employer (Joe) and Role - Staff End User and then the PECOS/NPPES/PEPPER/CBR
business functions; and
4. Submits the request.

Sarah Douglas (Staff - Office Manager):
5. Sarah receives an e-mail requesting that she register as a staff end user for Joe;

Sarah selects the link from the e-mail;

Enters her e-mail address and PIN provided in the e-mail;

Since Sarah is not currently a registered user in I&A she will select Continue to Registration;

Sarah follows the screens through the Registration process.

10. Once registration is successful Sarah will see on her My Profile tab that she now a Staff End User for
Joe Brown

O ®No

These steps establish the employment relationship between Joe Brown and Sarah Douglas. Sarah Douglas. As a
member of Joe Brown’s Staff she can now act as a surrogate for Joe Brown.
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Example #5: Individual Provider Hires 3" Party Organization to manage his information

Billimg Medical

[3" Party Organieation)

Jack Lee
CONMECTION o VM e
L . =
Joe Brown e . AP OVFE 3
{Indhddusl Provider] [StaH

Joe

Brown (Individual Provider) has a private practice JB Medical Clinic, and has made a business arrangements with
a 3" party consulting company, Billing Medical (3™ Party Organization) to manage his enrollment in PECOS and
his information in NPPES. Jack Lee is the Authorized Official of Billing Medical.

Assumption: Billing Medical is already established in I&A, and Jack is already setup as the AO. Joe Brown already
has an NPI and is already established in I&A.

Jack Lee (AO for Billing Medical):

1.
2.

°
3.

Logs in to I1&A;

Goes to My Connections, and selects Find Provider, under Billing Medical.;
Searches for Joe Brown by his NPI;

Selects him and then the NPPES and PECOS business functions; and
Confirms the connection request.

Joe Brown (Individual Provider):

4.
5.
6.

Joe Brown receives notification of the requested connection.

Logs in to I1&A;

Sees the pending request on both the Home page and in the list of connections on the My
Connections page;

John approves the request;

Billing Medical receives notification of approved connection request

These steps establish the connection (surrogacy relationship) between Joe Brown and Billing Medical - which
allows any member of Billing Medical’s staff to access information for Joe Brown. If Billing Medical had
established an Access Manager they could also initiate the connection request.
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Appendix A - Acronyvms, Key Terms, and Definitions

Acronym Description
AO Authorized Official
AM Access Manager
CBR Comparative Billing Report
EUS External User Services
1&A Identity & Access system
1P Individual Provider
MFA Multi-Factor Authentication
NPI National Provider Identifier
NPPES National Plan & Provider Enumeration System
PECOS Provider Enrollment, Chain and Ownership System
PEPPER Program to Evaluate Payment Patterns Electronic Reports (PEPPERs)

Staff user who is allowed to work for an EIN/organization but does not have the authority to

Staff End User (SEU) perform AO and AM tasks. Staff End Users only have access to those EINs, Individual

Providers, and Business Functions granted to them by an AO or AM.

Status - Account/Profile

Account/Profile Status - Status of the user’s account/profile. This is not the same as the user’s
status with his employer(s).

¢ Active - user successfully ID-proofed and can see his Home page and profile information
(what he sees for the employer info is dependent on the status the user has with his
employer(s))

¢ Deactivated - deactivated by EUS (User must have their account Reactivated by EUS)

¢ Disabled - account has been “disabled” due to inactivity > X days but <Y days. (The user
must reset their password.)

¢ Archived - account/profile has been archived due to inactivity > Y days. (The user must
create a new account/profile.)

Status - Connection

Connection Status - Status of the a connection between two entities (provider + surrogate)
¢ Approved - Connection has been approved

¢ Pending - Connection request has been submitted but it has not yet been acted on

¢ Disabled - Previously approved connection has been disabled

¢ Rejected - Connection request was rejected and was never approved OR was not acted on
within 30 days of its initiation

¢ Deactivated - Last Provider NPI associated with connection has been deactivated

¢ Cancelled - Connection was cancelled by the initiator before being acted on by the recipient

Status - E-mail

E-mail Status - status of an e-mail address
¢ Validated - e-mail address has been validated

¢ Pending Validation - e-mail address has been submitted for validation but user has not yet
responded to the validation request

¢ Not Validated - e-mail address has not been validated nor has it been submitted for
validation
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Acronym

Description

Status - Employer

Employer Status - Status of the user with regards to employer(s). A user will have a status for
each employer.

¢ Approved - user has been approved for the employer

¢ Pending Approval - user has not yet been approved for the employer. This may occur in the
following situations:

e AO or AM awaiting vetting and approval by EUS for a new employer
e AM awaiting approval by AO for a new employer
e AM or Staff End User awaiting approval of a role change request

¢ Disassociated - user no longer has access to the employer

¢ Rejected - request for approval was rejected

¢ Archived - User's User ID has been archived

Status - Invitation

Invitation Status - status of a staff invitation request issued by an AO/AM/IP to a new staff
user

¢ Registration Pending - an invitation has been issued but has not yet been responded to/acted
on

¢ Registration Cancelled - a pending registration invitation was cancelled before the staff user
responded to the invitation

¢ Expired - an invitation request that has been Pending Registration for more than 72 hours

¢ Accepted - invitation has been accepted by the user who received it

Status - PIN

PIN Status - status of a PIN that has been issued following a request
¢ Active - PIN is still active and can be used

¢ Expired - PIN has expired and can no longer be used.

¢ Used - PIN has been used and cannot be reused

¢ Cancelled - the action taken that resulted in the generation of the PIN was cancelled (e.g.,
when an AO/AM/IP cancels a staff user’s invitation before that staff user registers.)

¢ Deactivated - a user attempted to use PIN but was not able to enter the correct e-mail address
in three tries. The PIN has been deactivated and cannot be used.
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